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10ORDERS FOR DISCLOSURE:  
POTENTIAL USE OF THE USA 
PATRIOT ACT IN CANADA

The fi rst question posed in the Request for 
Submissions is whether the USA Patriot Act 
permits US authorities to access personal 

information of British Columbians that is, through 
the outsourcing of public services, in the custody 
or under the control of USA-linked private sector 
service providers and, if so, under what conditions 
that can occur. We have already noted that, if personal 
information is located outside British Columbia, it 
is subject to the law that applies where it is found, 
regardless of the terms of the outsourcing contract. 
Chapter 5 provides a summary of USA Patriot Act 
amendments to the Foreign Intelligence Surveillance 
Act (FISA). Th e question this report focuses on is 
whether an order under the amended FISA could reach 
directly into British Columbia without the intervention 
or protection of Canadian law or processes, including 
the Freedom of Information and Protection of Privacy 
Act (FOIPPA).

Submissions from the British Columbia 
government and some information technology 
corporations conclude that US authorities would 
use alternative avenues rather than seeking access to 
personal information in Canada using the powers 
conferred by the USA Patriot Act. Th e Information 
Technology Association of Canada (ITAC) 
summarizes its position this way:
 

[T]he Patriot Act simply does not provide an effi  cient 

or eff ective method of obtaining that information. 
Rather, given all of the legal and practical obstacles, 
common sense suggests that pre-existing methods 
of international criminal investigation such as letters 
rogatory, the Canada-United States [Mutual Legal 
Assistance Treaty] and informal requests for assistance 
(all of which require the cooperation of the Canadian 
government and Canadian courts) are much more 
likely to be employed.

It is therefore important to avoid over-emphasizing the 
relevance of the Patriot Act to situations in which public 
bodies in British Columbia outsource certain functions 
to “USA-linked” partners. In a very real sense, the 
Patriot Act should not be a substantial concern at all in 
those circumstances.1

We disagree. In Chapter 9, we explained that US 
authorities seeking access to personal information in 
Canada would be unlikely to make use of the Mutual 
Legal Assistance Treaty or letters of request to Canadian 
courts when the Foreign Intelligence Surveillance Act 
(FISA) provides an alternative avenue. As discussed 
in Chapter 6, USA Patriot Act amendments to FISA 
alter the requirements for applications for court 
orders compelling the disclosure of records held by 
US-linked companies in Canada. In this chapter 
we discuss the factors likely to be considered by the 
Foreign Intelligence Surveillance Court (FIS Court) 
when it reviews such applications. We conclude that, 
while there is no way of predicting with certainty what 
approach the FIS Court may take, there is evidence to 

1 Submission of Information Technology Association of Canada (28 May 2004) p. 23.
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suggest that current arrangements for the protection of 
personal information in British Columbia are unlikely 
to act as a fi rm disincentive, in all cases, against the 
issuance of FIS Court orders compelling disclosure.

Th ere is general consensus in the submissions 
that the FIS Court could, under FISA, order a US 
corporation to produce records held in Canada by its 
Canadian subsidiary. Th ere is no general consensus, 
however, about whether the FIS Court would make 
such an order in the face of a Canadian law prohibiting 
disclosure. We will now discuss the existing US case 
law said to provide the closest analogies to such orders 
that could be made by the FIS Court, accepting the 
consensus that the FIS Court would likely apply the 
same principles. We will then consider the balancing 
test that US courts use in deciding whether to order 
disclosure of records held outside the US, including 
where foreign law prohibits disclosure.

Disclosure of Foreign-Located 
Records Where Control is Shown

US courts have frequently upheld subpoenas 
ordering a corporation to disclose records located 
outside the US but under the corporation’s control, 
even where they compel disclosure of records located 
in countries whose law prohibits disclosure.2 US courts 
have also been willing to order disclosure of records 
held outside the US for the purpose of US proceedings, 
as long as a person or corporation subject to the US 
court’s jurisdiction has control of those records.

In such cases, the US-located corporation at 

which the disclosure requirement is directed must, on 
penalty of being found in contempt of court, obtain the 
records from abroad and turn them over. Contempt 
fi nes for failing to comply have in some cases been in 
the millions of dollars.3

In these cases, the subpoena or court order has 
not been enforced through a foreign court or a treaty. 
It is enforced directly by the US court using its power 
to punish non-compliance through contempt of court 
proceedings in the US against persons in the US. It 
is the threat of contempt of court penalties that leads 
to compliance and results in the subpoena or order 
having eff ect outside the US. In the case of FISA 
orders, it is a felony not to comply with the order.

Control over records

As the British Columbia government’s submission 
acknowledges, in these cases, control of the records 
located outside the US is the key.4 Th e government also 
contends, however, that a US court must have what is 
known in US law as “personal jurisdiction” over the 
person who has the records before disclosure can be 
ordered and that the FIS Court is not likely to assert 
jurisdiction over a Canadian corporation that is affi  liated 
with a US-located corporation where the Canadian 
corporation operates and is located outside the US.5 
Th e government says the FIS Court is unlikely to assert 
personal jurisdiction over a Canadian corporation that 
has only minimal contacts with the US and says that, if a 
US court on this basis decided it does not have personal 
jurisdiction over the Canadian company, a FISA order 
cannot be served or be eff ective.6

2 See, for example, In re Grand Jury Proceedings (Bank of Nova Scotia), 740 F.2d 817 (11th Cir. 1984).  Th e grand jury is a feature of the US justice system 
that has no current counterpart in Canada.  A grand jury investigates possible criminal activity and has the power to issue subpoenas compelling 
individuals to testify or compelling production of records.

3  In the case of In re Grand Jury Proceedings (Bank of Nova Scotia), ibid. the Bank was fi ned $1 825 000 for contempt of court arising from its failure to 
comply with the grand jury subpoena.

4 Submission of Government of British Columbia (23 July 2004) pp. 11-12.
5 Ibid. pp. 12-13.
6 Ibid. pp. 12-13, 32-33.  Although the BC Government submission does not mention it, the submission of the American Civil Liberties Union (10 

August 2004) says that, if foreign actions cause harm in the US, the US may assert jurisdiction over the foreign conduct and foreign actors responsible 
(p. 8).  Th e ACLU refers to, for example, US anti-trust enforcement cases in which US courts have asserted jurisdiction where actions abroad have 
caused harm in the US, citing In re Investigations of World Arrangements with Relation to the Production, Transportation, Refi ning and Distribution of 
Petroleum, 13 F.R.D. 280 (D.D.C. 1952).  We have chosen not to focus on this issue for the purposes of this report.
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Th e British Columbia government is correct to 
recognize that control of records located outside 
the US is the key. It is also true that a Canadian 
subsidiary of a US-located corporation may not be 
subject to the personal jurisdiction of a US court. 
However, if the US parent controls records in the 
Canadian subsidiary’s possession, the US court may 
still compel the US parent to get the records and 
produce them.

Th ere are many examples of law enforcement 
and civil litigation matters where US courts have 
required US corporations to obtain and produce, 
in the US, records that are held outside the US but 
are controlled by the US-located corporation. In 
such cases, the US courts consider their personal 
jurisdiction over the US-located corporation to be 
suffi  cient to require production regardless of whether 
the court has personal jurisdiction over the party 
outside the US. As one court has said,

personal jurisdiction and “control” of documents are 
distinct issues in that [the] court can compel discovery 
of documents in “control” of a party although in 
“possession” of a person over whom there is no personal 
jurisdiction.7

It is, therefore, clear that US courts do not order 
disclosure on the basis of jurisdiction over the foreign 
corporation itself. As long as the court has jurisdiction 
over a US corporation that controls records located 

abroad, the court can order disclosure.8 Location 
of the records is not the issue9—a US court will not 
permit a US-located corporation to resist producing 
records simply because the records are located 
outside the US.10

When control is being determined by a US 
court, its meaning is an issue of US law.11 US courts 
use a number of factors to determine whether a US 
corporation controls records located outside the 
US. Control is not limited to legal ownership or 
actual physical possession of records. In deciding 
whether to order a corporation to obtain records 
in the physical possession of a foreign affiliate and 
disclose them in the US, US courts have interpreted 
the concept of control “broadly as the legal right, 
authority or practical ability to obtain the materials 
sought upon demand”.12

Whether a US-located corporation controls 
records held abroad by its subsidiary depends 
on a number of factors, including the degree of 
ownership and control the parent exercises over 
the subsidiary, whether the two corporations 
operate as one, demonstrated access to records 
in the ordinary course of business and an agency 
relationship.13 Courts have held that a US parent 
corporation will, unless it proves otherwise, be held 
to control records located abroad that it requires 
in the ordinary course of business.14 Similarly, US 
courts have found that

7 Dietrich v. Bauer, 2000 U.S. Dist. LEXIS 11729 (S.D.N.Y. 2000) at 10-11, citing Afros S/P.A. v. Krauss-Maff ei Corp., 113 F.R.D. 127, 129 (D. Del. 1986).
8 Dietrich v. Bauer, ibid. at 6-7.  US federal rules of civil procedure expressly provide that a party or non-party to US litigation can be ordered to produce 

records in its possession, custody or control:  Fed.R.Civ.P. 34 and 45.  Th e test for control is the same regardless of whether the records are sought from 
a party or a non-party:  Alcan International Ltd. v. S.A. Day Mfg. Co., Inc., 176 F.R.D. 75  at 78 (W.D.N.Y. 1996).

9  In re Marc Rich & Co., A.G., 707 F.2d 663 at 667 (2nd Cir. 1983).  Also see In re Grand Jury Subpoenas duces tecum addressed to Canadian International 
Paper Company et al., 72 F.Supp. 1013 (S.D.N.Y. 1947).

10  United States v. Chase Manhattan Bank, N.A., 584 F. Supp. 1080 at 1085 (S.D.N.Y. 1984).
11  Ssangyong Corp. v. Vida Shoes Int’l, Inc., 2004 U.S. Dist. LEXIS 9101 at 4-5 (S.D.N.Y. 2004).  Section 3(1) of FOIPPA provides that FOIPPA only applies 

to a record “in the custody or under the control of a public body”.  In light of US cases confi rming that the issue of whether a US corporation has control 
of records located abroad is a question of US law, the FOIPPA control test is unlikely to be relevant for a US court making a control determination.

12  Bank of New York v. Meridien Biao Bank Tanzania, 171 F.R.D. 135 at 146 (S.D.N.Y. 1977).  See also, Dietrich v. Bauer, supra note 7 at 7, citing, among 
other decisions, Asset Value Fund, Ltd. v. Th e Care Group, Inc., 1997 U.S. Dist. LEXIS 19768 at 9 (S.D.N.Y. 1997).

13  Dietrich v. Bauer, ibid. at 7-8.
14  Cooper Industries, Inc. v. British Aerospace, Inc., 102 F.R.D. 918 at 920 (S.D.N.Y. 1984).
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a parent corporation has a suffi  cient degree of 
ownership and control over a wholly-owned subsidiary 
that it must be deemed to have control of documents 
located with that subsidiary.15

It has even been said that a US corporation will 
control a foreign corporation if the US corporation 
can, directly or indirectly, through another 
corporation or corporations, elect a majority of 
the directors of the foreign corporation.16 Th e 
Restatement (Th ird) of the Foreign Relations Law of 
the United States says this:

Courts in the United States have generally held United 
States corporations responsible for production of 
documents located abroad in the possession of their 
foreign branches or subsidiaries, unless a defence, such 
as an eff ective blocking order, is applicable where the 
information is located.17

It is not possible, in the absence of details of 
specific outsourcing arrangements, to say whether 
personal information located in British Columbia 
is in the control of a US parent corporation on the 
basis of the ownership or other tests applied by 
some US courts. We consider, in any event, that the 
US federal court decisions in which control over 
foreign records has been found on the basis of the 
parent-subsidiary relationship alone must be given 
some weight. We adopt, therefore, the working 
assumption that control, as a matter of US law, may 
be found on the basis of corporate relationship 
alone, regardless of the contractual or practical 
arrangements between the public body and the 
service provider or the public body and US-located 
parent corporation.

Eff ect of contractual prohibitions and 
security arrangements

We do not suggest that public bodies cannot 
or should not implement contractual or practical 
arrangements relating to control. To the contrary, we 
recommend that such arrangements be put into place. 
Th is is because, despite the cases in which corporate 
ownership is enough to establish control over records, 
other cases suggest that such measures might infl uence 
the control issue.

For one thing, the US cases usually deal with 
business records of a foreign subsidiary. Th e courts 
have found that the parent company controls a 
subsidiary’s business records that are accessible to the 
US-located parent in the ordinary course of business. 
In the case of outsourcing of public services, by 
contrast, personal information contained in records 
possessed by the US-linked service provider is third-
party personal information. We are not prepared to 
say a US court would ignore outsourcing agreement 
provisions and practical arrangements that clearly 
preclude the US-located parent from having access 
to the personal information for any purpose at all. It 
is, again, diffi  cult to predict how the FIS Court might 
approach the matter, but there is reason to believe that 
corporate ownership might not be the sole litmus test 
of control over records under US law.

Any contractual and practical measures to 
keep personal information out of the control of a 
US-located parent corporation would also speak to 
British Columbia public policy respecting the privacy 
of personal information. Th is is important because, 
even if a US court decides that records located outside 
the US are controlled by a US-located corporation, 
it will apply a balancing test to decide whether it 

15 Dietrich v. Bauer, supra note 7 at 8-9, citing several decisions from various US federal courts.  Also see, for example, In re Uranium Antitrust Litigation, 
480 F.Supp. 1138 (N.D. Ill. 1979).

16 In re Investigations of World Arrangements with Relation to the Production, Transportation, Refi ning and Distribution of Petroleum, supra note 6 at 
285.

17 Restatement (Th ird) of the Foreign Relations Law of the United States § 442 note 10 (1986).
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should order disclosure in the face of foreign law that 
prohibits disclosure.

We discuss below the balancing test US courts 
apply in deciding whether to order disclosure of foreign 
records. Before doing so, however, we will address the 
contention in some submissions that, apart from the 
balancing test, other procedural or policy safeguards 
exist that make it unlikely that US authorities will seek 
to directly enforce a FISA order in Canada.

Are There Other Safeguards?

Th e British Columbia government, EDS 
Canada Inc. (EDS), the FBI and the US Department 
of Homeland Security (DHS) all contend that 
protections are in place to guard against inappropriate 
extraterritorial application of FISA orders. Neither 
the FBI nor the DHS provides details about these 
protections. Th e British Columbia government 
suggests that US government lawyers are required, 
before they seek to force disclosure of records abroad, 
to seek approval from the Offi  ce of International 
Aff airs (OIA) of the US Department of Justice. Th e 
British Columbia government says this stems from 
recognition of the distaste expressed by other countries 
for extra-territorial application of US subpoenas. Th e 
British Columbia government adds that the US is 
now much more sensitive than it was to objections 
by other countries to extra-territorial application of 
US subpoenas and is less likely to use them than in 
the past. It says the use of FISA proceedings will be 
similarly constrained.18 EDS makes similar points in 
its submission.19

No basis is off ered for the claim that the US 

government and its institutions are, aft er September 
11, more deferential to foreign sensibilities about 
extra-territorial application of US laws. In fact, US 
cases decided before September 11 show that, even 
then, any concerns about extra-territorial application 
of US law were oft en overcome. We see no reason to 
believe that US courts—including the FIS Court—
will be more, not less, inclined aft er September 11 to 
shrink from using lawful means to obtain intelligence 
information from abroad. We also note that, since its 
enactment in 1978, FISA has specifi cally distinguished 
between the interests and rights of US persons and the 
interests of non-US persons.

Nor does the British Columbia government 
explain why it believes that the US government’s 
policy to require federal prosecutors to work through 
the OIA applies to FISA processes and FISA orders. 
Th e government points to section 279 of the Criminal 
Resources Manual of the US Department of Justice 
and its controls on seeking records abroad. We 
note, however, that this 1997 version of the manual 
specifi cally relates to criminal prosecutions and 
not national security activities. We are aware of no 
reason to believe that the FBI and its lawyers may or 
must follow these rules in seeking a FISA order for 
intelligence purposes alone.

We have also considered Executive Order 
12333,20 to which the relevant FISA section refers, and 
the required guidelines approved in 2003 by the US 
Attorney General (National Security Investigations 
(NSI) Guidelines).21 Neither sets out procedural 
safeguards or policy requirements relating to use of 
FISA orders to obtain records located abroad, although 
we note that the published version of the Attorney 
General’s guidelines has been heavily redacted on 

18 Submission of Government of British Columbia (23 July 2004) pp. 11-15, 36-37.
19 Submission of EDS Canada Inc. (19 July 2004) pp. 31-35 (legal opinion of Steptoe & Johnson LLP).
20  Executive Order 12333—United States Intelligence Activities 46 FR 59941, 3 CFR, 1981 Comp. A copy of the Order is available on the US Central 

Intelligence Agency website: www.cia.gov
21 Th e Attorney General’s Guidelines for FBI National Security Investigations and Foreign Intelligence Collection (31 October 2003) Reproduced on the 

website of the US Department of Justice, Offi  ce of Legal Policy: www.usdoj.gov/olp/
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national security grounds. Nor are any safeguards 
off ered in the rules governing the FIS Court’s processes, 
which only recently came to public attention through 
a US access to information request. By their terms, the 
rules only allow specially designated US government 
lawyers and agents to appear or participate in hearings 
held in private before the court.22

EDS contends that FBI offi  cials are deterred from 
inappropriately obtaining FISA orders because they 
might be prosecuted under US law if they were to do 
so.23 We do not question the good faith of FBI offi  cials in 
exercising their power to seek FISA orders, but we note 
that the British Columbia government’s submission 
indicates only one FISA application of the thousands 
that have been made to the FIS Court has ever been 
denied.24 Although it appears the number of FISA 
applications increased substantially in 2003, according 
to the annual FISA report that the US Attorney General 
is required to make to Congress, only 4 of 1,727 FISA 
applications made in that year were rejected by the FIS 
Court.25

We do not exclude the possibility that policy 
or procedural safeguards exist in respect of FISA 
applications for disclosure of records located outside 
the US. In the absence of evidence of such safeguards, 
however, this report proceeds on the basis that US 
authorities are unfettered in their ability to seek such 
an order and may do so in some circumstances. One 
of the recommendations we make in Chapter 11 is 
that the British Columbia government, in conjunction 
with the government of Canada as appropriate and 
necessary, should seek assurances from relevant US 

government authorities that they will not seek a FISA 
order (or issue a national security letter) for access to 
personal information records in British Columbia.

We will now discuss the balancing test for 
disclosure of records located outside the US.

The Balancing Test for Compelling 
Disclosure

A number of the submissions referred to the 
balancing test that US courts apply in deciding 
whether to order disclosure from outside of US. Th e 
British Columbia government, for example, pledged 
in its submission to enact legislation precluding 
disclosure of records under FISA, recognizing that 
a US court will consider such a law as part of the 
balancing test.26 Th e submission of EDS contends, 
without qualifi cation, that a US court would honour 
a Canadian statutory prohibition against disclosure,27 
while the BCGEU and ACLU submissions express 
the opposite view.28

A US order for foreign disclosure may or may 
not be enforced where foreign (including Canadian) 
law prohibits disclosure. In some cases US courts 
have been uneasy about enforcing disclosure abroad29 
because they acknowledge that the laws of a country 
do not generally extend beyond its borders. It is 
recognized that attempts to enforce laws outside a 
country are highly unpopular in the international 
community. As noted in the Restatement (Th ird) of the 
Foreign Relations Law of the United States:

22 US, Rules of the Foreign Intelligence Surveillance Court, r. 9; a copy of this document is available on the ACLU website: www.aclu.org and on the 
website of the Federation of American Scientists: www.fas.org.

23 Submission of EDS Canada Inc. (19 July 2004) p. 28 (legal opinion of Steptoe & Johnson LLP).
24 Submission of Government of British Columbia (23 July 2004) p. 29, note 38. 
25 Th e Electronic Privacy and Information Center has published a summary of information taken from the annual FISA reports on its website: www.

epic.org. A list of the annual FISA reports is available on the website of the Federation of American Scientists: www.fas.org.
26 We understand the proposed amendments to FOIPPA in Bill 73 to be blocking legislation in this regard: Freedom of Information and Protection of 

Privacy Amendment Act, 2004, 5th Sess., 37th Parl., BC, 2004 (3rd reading 19 October 2004).
27 Submission of EDS Canada Inc. (19 July 2004) pp. 31-32 (legal opinion of Steptoe & Johnson LLP).
28 Submissions of BCGEU (6 August 2004) p. 49 and American Civil Liberties Union (10 August 2004) pp. 9-11.
29  See, for example, In re Sealed Case, 825 F.2d 494 at 497-99; (D.C. Cir. 1987) 498-499.
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No aspect of the extension of the American legal 
system beyond the territorial frontier of the United 
States has given rise to so much friction as the requests 
for documents in investigation and litigation in the 
United States. As of 1986, some 15 states had adopted 
legislation expressly designed to counter United States 
eff orts to secure production of documents situated 
outside the United States….
Th e common theme of foreign responses to United 
States requests for discovery is that, whatever pre-trial 
or investigative techniques the United States adopts for 
itself, they may be applied to persons or documents 
located in another state only with permission of that 
state. Th e United States position, on the other hand, has 
been that persons who do business in the United States, 
or who otherwise bring themselves within United States 
jurisdiction to prescribe and to adjudicate, are subject 
to the burdens as well as the benefi ts of United States 
law, including the laws on discovery. Th is section [of 
the Restatement (Th ird)] generally supports the United 
States position, subject, however, to the principle of 
reasonableness.30

Our review of US law leads us to conclude that 
US courts have been willing to enforce disclosure of 
foreign-located records sought for use in the US and 
in some cases have done so even where foreign law 
prohibits disclosure. In deciding whether to order 
disclosure from abroad, a US court balances a number 
of factors in deciding whether the US interest in 
disclosure outweighs the interest in avoiding extra-
territorial application of US subpoenas or court 
orders.31 As one US court has observed,

[m]echanical or overbroad rules of thumb are of little 
value; what is required is a careful balancing of the 
interests involved and a precise understanding of the 
facts and circumstances of the particular case.32

Among the various factors a court will consider are 
those described in the Restatement (Th ird) as follows:33

§442. REQUESTS FOR DISCLOSURE: LAW OF 
THE UNITED STATES

(1) (a) A court or agency in the United States, when 
authorized by statute or rule of court, may order 
a person subject to its jurisdiction to produce 
documents, objects, or other information 
relevant to an action or investigation, even if the 
information or the person in possession of the 
information is outside the United States.

(b) Failure to comply with an order to produce 
information may subject the person to whom the 
order is directed to sanctions, including fi nding 
of contempt, dismissal of a claim or defense, or 
default judgment, or may lead to a determination 
that the facts to which the order was addressed are 
as asserted by the opposing party.

(c) In deciding whether to issue an order directing 
production of information located abroad, and 
in framing such an order, a court or agency in 
the United States should take into account the 
importance to the investigation or litigation of 
the documents or other information requested; 
the degree of specifi city of the request; whether 
the information originated in the United 
States; the availability of alternative means of 
securing the information; and the extent to 
which noncompliance with the request would 
undermine important interests of the United 
States, or compliance with the request would 
undermine important interests of the state where 
the information is located.

(2) If disclosure of information located outside the United 
States is prohibited by a law, regulation, or order of 
a court or other authority of the state in which the 
information or prospective witness is located, or of 
the state of which a prospective witness is a national;

30 Restatement (Th ird) of the Foreign Relations Law of the United States, supra note 17 at note 1.
31 See, for example, First Am. Corp. v. Price Waterhouse LLP, 154 F.3d 16 at 22 (2d Cir. 1998). In the case In re Grand Jury Proceedings (Bank of Nova 

Scotia), supra note 2 at 26-27, the court considered similar factors as set out in the Restatement (Second) of the Foreign Relations Law of the United States 
§ 40 (1965).

32 United States v. First Nat’l City Bank, 396 F.2d 897 at 901 (2d Cir. 1968).
33 See, for example, Volkswagen, A.G. v. Valdez, 909 S.W.2d 900 at 902 (Tex. Sup. Ct. 1995).
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(a) a court or agency in the United States may require 
the person to whom the order is directed to make 
a good faith eff ort to secure permission from 
the foreign authorities to make the information 
available;

(b) a court or agency should not ordinarily impose 
sanctions of contempt, dismissal, or default on 
a party that has failed to comply with the order 
for production, except in cases of deliberate 
concealment or removal of information or of 
failure to make a good faith eff ort in accordance 
with paragraph (a);

(c) a court or agency may, in appropriate cases, make 
fi ndings of fact adverse to a party that has failed 
to comply with the order for production, even if 
that party has made a good faith eff ort to secure 
permission from the foreign authorities to make 
the information available and that eff ort has been 
unsuccessful.34

While a court may consider other factors, we 
are proceeding on the assumption that those set out 
in §442(1)(c) of the Restatement (Th ird) are the core 
factors.

 It should be noted here that the factors set out 
in the Restatement (Th ird) have been fashioned for 
the purposes of US litigation or investigations where 
foreign subsidiaries of companies subject to the US 
court’s jurisdiction hold relevant records abroad. 
Th ese cases involve proceedings in ordinary US courts. 
We cannot say with certainty what approach the 
special FIS Court would apply to the extra-territorial 
enforcement issue in relation to personal information 
records located in British Columbia that are involved 
in the outsourcing of public services to US-linked 
service providers.

Th ere is, however, some consensus in the 

submissions that the FIS Court would fi nd that it 
has the authority to order a US parent of a Canadian 
subsidiary to obtain and disclose records located in 
Canada but controlled by the US parent. We accept 
this view. We also accept the view expressed in a 
number of submissions that the FIS Court is likely to 
consider some or all of the factors in the Restatement 
(Th ird) in deciding whether to compel production of 
records located in Canada under a FISA order.

Th e fact that only two FISA decisions have ever 
been released—neither of which is relevant here—
makes our assessment of how the FIS Court might 
apply the Restatement (Th ird) factors necessarily 
somewhat speculative. We can only suggest, applying 
the approach in cases decided under other US laws, 
how the FIS Court might apply them.

Specifi city of the request for disclosure

Th e British Columbia government submission 
refers to cases in which the US court has said that 
the scope of a disclosure subpoena or order must 
be reasonable.35As we understand this, the British 
Columbia government is referring to cases in which 
US courts have restricted the scope of subpoenas to 
records reasonably related to the investigation or 
proceeding under way. Th e government appears to 
be suggesting that a comparable scope restriction, 
which depends on the facts of each case, will safeguard 
British Columbians’ personal information in the 
context of outsourcing because any FISA order that 
might be issued with eff ect in British Columbia would 
be similarly limited.

The ACLU’s submission also suggests that 
the FIS Court might require proposed orders for 
disclosure of records to be specific. It maintains 
that FISA allows for broad records requests, but 

34 Restatement (Th ird) of the Foreign Relations Law of the United States, supra note 17, § 442.
35 Submission of Government of British Columbia (23 July 2004) p. 12; however, the BC Government acknowledges that it is uncertain whether the FIS 

court would apply the same legal principles in the context of FISA that an ordinary US court would apply in the context of a grand jury subpoena.
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notes that “[c]ourts have struck down sweeping 
demands for information that could not meet the 
test of being ‘reasonably relevant’ to an actual, 
authorized investigation.”36 We also acknowledge 
that the US Department of Justice rules governing 
FISA applications and its FISA minimization 
requirements, which speak to relevance and 
minimal collection, could influence the FIS Court 
to impose a comparable standard of specificity and 
reasonableness on FISA orders.

Origin of the information sought

We mentioned earlier the prospect that the 
FIS Court might account for the fact that a US-
linked contractor possesses records for the limited 
purpose of performing services and has no control 
over the records. In some US cases, the court 
has considered whether the records in question 
originated in the US or abroad. It is reasonable 
to expect a US court to look unfavourably on 
any attempts to avoid disclosure by removing US 
records from the country. However, this would not 
be the case with personal information of British 
Columbians involved in outsourcing. The records 
would originate in British Columbia and be in the 
possession of the US-linked contractor only for the 
purposes of the outsourcing.

Importance of the records to the US 
investigation

US courts will consider the importance of the 
records to the litigation or proceeding for which they 
are sought. Th e more important the requested records 
are to the litigation or other proceeding, the more 
likely the court will issue an order for disclosure. For 

example, in Volkswagen, AG v. Valdez, applying the 
balancing test in § 442 of the Restatement (Th ird), the 
court held that the records sought were not important 
to the US litigation because the plaintiff s already had 
previous versions of the same information.37 Similarly, 
in Minipeco, SA v. ContiCommodity Services, Inc.,38 
the court was infl uenced by the fact that much of the 
information in documents sought from Switzerland 
was not relevant to the litigation and noted that a great 
deal of commercial information of third parties not 
involved in the case would be revealed.

Th e FIS Court may decline to issue a FISA order for 
disclosure of personal information records in Canada 
if it views the records as only marginally relevant to 
the purpose for which they are sought. Although it 
has been a factor of infl uence in some conventional 
litigation cases, it might be diffi  cult to apply to the 
more diff use context of a FISA investigation where no 
investigation of a specifi c off ence is involved.

Existence of alternative means of 
obtaining the information

Th e availability of adequate alternatives for 
obtaining the information sought can weigh against 
ordering disclosure in the face of a prohibition 
under foreign law.39We have already dealt with the 
contention that MLAT is the default information 
gathering mechanism for US authorities. MLAT 
provides for the continued use of other agreements, 
arrangements or practices and, in any event, is 
not available where US authorities seek to gather 
information for purposes other than an investigation 
or prosecution for an off ence as defi ned by MLAT.

We have also noted that Canadian and US 
authorities can and do use other arrangements to share 
information for intelligence and national security 

36 Submission of American Civil Liberties Union (10 August 2004) p. 11.
37 Volkswagen, A.G. v. Valdez, supra note 33.
38 Minipeco, SA v. ContiCommodity Services, Inc., 116 F.R.D. 517 (S.D.N.Y. 1987)
39 See Volkswagen, A.G. v. Valdez, supra note 33.
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purposes. It is possible that the FIS Court, assuming it 
was aware of such other arrangements, might decline 
to order disclosure from Canada where bilateral 
arrangements could be used to get the information.

Good faith of the person from whom 
disclosure is sought

US courts have considered the good faith of the 
US-located person resisting disclosure in trying to get 
the information being sought. Some courts address 
this factor only in deciding whether to enforce the 
disclosure order, while others consider it when deciding 
whether to order disclosure in the fi rst place.

Good faith is a consideration where foreign law—
such as a banking secrecy law—requires the party 
resisting disclosure to get consents from foreign parties 
whose information is aff ected. In Société Internationale 
Pour Participations Industrielles Et Commerciales, S. A. 
v. Rogers,40 for example, the US Supreme Court found 
that the aff ected party had made extensive eff orts 
to get records from Switzerland but faced criminal 
prosecution there if it turned the records over in 
response to the US court order. Similarly, in Minipeco, 
SA v. ContiCommodity Services, Inc.,41 the court noted 
that the aff ected party had made extensive eff orts 
to obtain documents abroad, including by getting 
consents from third parties that allowed disclosure of 
their records. Its eff orts clearly infl uenced the court’s 
decision not to order further disclosure.

By contrast, in Ssangyong Corp. v. Vida Shoes 
Int’l, Inc.,42 the court noted that the party resisting 
disclosure had, for three months, made no attempt to 
comply with the disclosure requirement. Th is weighed 
in favour of requiring disclosure of banking records 
despite a common law rule in Hong Kong requiring 
banking confi dentiality.

Competing interests of the US and 
Canada

As indicated above, the Restatement (Th ird) 
indicates the court should weigh the interests of the 
US and the foreign jurisdiction in deciding whether 
to order disclosure. Th e following passage from the 
comments on § 442(1)(c) of the Restatement (Th ird) 
is helpful in explaining how a US court should assess 
this factor:

In making the necessary determination of foreign 
interests under Subsection (1)(c), a court or agency 
in the United States should take into account not 
merely a general policy of the foreign state to resist 
“intrusion upon its sovereign interests,” or to prefer 
its own system of litigation, but whether producing 
the requested information would aff ect important 
substantive policies or interests of the foreign state.  In 
making this determination, the court or agency will 
look, [among other things], to expressions of interest 
by the foreign state, as contrasted with expressions 
by the parties; to the signifi cance of disclosure in the 
regulation by the foreign state of the activity in question; 
and to indications of the foreign state’s concern for 
confi dentiality prior to the controversy in connection 
with which the information is sought. …

In making the necessary determination of the interests 
of the United States under Subsection (1)(c), the court 
or agency should take into account not merely the 
interest of the prosecuting or investigating agency in 
the particular case, but the long-term interests of the 
United States generally in international cooperation 
in law enforcement and judicial assistance, in joint 
approach to problems of common concern, in giving 
eff ect to formal or informal international agreements, 
and in orderly international relations. …43

As this passage indicates, the US court must 
balance US interests against foreign interests. A 

40 Société Internationale Pour Participations Industrielles Et Commerciales, S. A. v. Rogers, 357 U.S. 197 (1958).
41 Minipeco, SA v. ContiCommodity Services, Inc., supra note 38.
42 Ssangyong Corp. v. Vida Shoes Int’l, Inc., supra note 11.
43 Restatement (Th ird) of the Foreign Relations Law of the United States, supra note 17, comment c. 
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signifi cant issue is whether a foreign legal prohibition 
against disclosure of the requested records will 
overcome US interests in disclosure.

Canadian statutory restrictions on 
disclosure

As noted earlier, the submission of EDS says that 
where Canadian law restricts disclosure of personal 
information, a US court will honour that restriction.44 
As the BCGEU points out, however, the case EDS 
cites as the “closest case on point” in support of 
its proposition45 was later disavowed by the same 
court.46 Our research discloses that, where competing 
US interests favour disclosure, a US court may order 
it despite the existence of a foreign law prohibiting 
disclosure.47 As one court put it, “Th e possibility of 
civil or criminal sanction [abroad] will not necessarily 
prevent enforcement of a subpoena.”48

In fact, US courts have, in the face of foreign 
laws prohibiting disclosure, been willing to enforce 
disclosure of records for the purposes of enforcing 
US criminal fraud laws49 and securities laws.50 Even 
in purely private litigation, where no US government 
interest is directly involved, US courts have in some 
cases given more weight to the general US interest in 
resolving litigation in US courts than to foreign laws 
prohibiting disclosure of the records.51

We do agree, however, with the following 
statement from the submission of the ACLU:

Th e most important portion of the balancing test is 
the weighing of the interests of the two states involved. 
Courts have tended to be extremely deferential in 
cases where the state interest is a criminal prosecution.  
Because requests involving the Patriot Act apply not 
only to criminal acts but to terrorism (a crime that all 
nations have an important interest in resolving and 
that tends to be international in scope), it is likely that a 
U.S. court would give signifi cant weight to this interest. 
Courts have also recognized that the other nations 
have a legitimate and important privacy interest in 
their citizens’ personal information, but have tended 
to be sceptical of secrecy laws (general in the context 
of bank records) when they interfere with criminal 
investigations or strong state interests.
…
As a practical matter, cases brought by the government 
(especially those involving violations of criminal 
law) have tended to favor the disclosure of records 
because courts accord them great weight under the 
“signifi cant government interest” prong of the test. 
While it is diffi  cult to predict the access that U.S. courts 
will grant to foreign records, it is likely that if the U.S. 
government claims that its interest lies in preventing 
terrorist activity and it attempts to limit the amount 
of the request, a court will fi nd that it has satisfi ed the 
prongs of the balancing test and should be granted the 
records it seeks.52

We agree that, although the facts of each case 
determine the outcome, particularly in the post-
September 11 world, the amendments to FISA appear 
to demonstrate that the scope of what are considered 
to be vital US national interests in ensuring national 
security and protecting against terrorism has grown. 

44 Submission of EDS Canada Inc. (19 July 2004) p. 31 (legal opinion of Steptoe & Johnson LLP).
45  Ings v. Ferguson, 282 F.2d 149 (2d Cir. 1960).
46  United States v. First Nat’l City Bank, supra note 31;  also see Minipeco, S.A. v. ContiCommodity Services, Inc., supra note 38.
47  In re A Grand Jury Subpoena dated August 9, 2000, 218 F. Supp. 2d 544 at 554 (S.D.N.Y. 2002).  Also see Compagnie Française d’Assurance Pour le 

Commerce Extérieur v. Phillips Petroleum Co., 105 F.R.D. 16 (S.D.N.Y. 1984).
48  In re A Grand Jury Subpoena dated August 9, 2000, 218 F. Supp. 2d 544; 2002 U.S. Dist. LEXIS 16800 (S.D.N.Y., 2002), at para. 23.
49  United States v. Davis, 767 F.2d 1025 (2d Cir.1985), where enforcing criminal laws against fraud overcame the Cayman Islands’ interest in bank 

secrecy.
50 SEC v. Banca Della Svizzera Italiana, 92 F.R.D. 111 (S.D.N.Y. 1981), compelling production in regulatory action to enjoin violations of US federal 

securities laws.
51  See, for example, Ssangyong Corp. v. Vida Shoes Int’l, Inc., supra note 11.
52 Submission of American Civil Liberties Union (10 August 2004) pp. 10-11.

ORDERS FOR DISCLOSURE:  POTENTIAL USE OF THE USA PATRIOT ACT IN CANADA



PRIVACY AND THE USA PATRIOT ACT 

128

Since US courts have sometimes found lesser US 
interests to trump foreign statutes prohibiting 
disclosure, a Canadian statutory prohibition against 
disclosure, standing on its own may, but will not 
necessarily, overcome the vital US interests FISA 
investigations are said to be aimed at protecting.

Conclusions

We conclude that, although the FIS Court may 
consider a Canadian statutory prohibition against 
disclosure, there are no guarantees that the prohibition 
alone would move the court to decline to issue an 
order under FISA, particularly when the grounds 
for the application are cast as vital US interests. 
Nevertheless, at a minimum, enactment of such 
statutory provisions in Canada provides US courts 
with a clear statement of public policy respecting 
the importance we attach to the privacy of personal 
information in British Columbia, particularly when 
it has been generated through necessary use by the 
public of the many services provided to them by 
public bodies in British Columbia.53

Th e probability of a Canadian statutory 
prohibition against disclosure having persuasive 
eff ect on decisions of the FIS Court, or any foreign 
court, could be increased, in our view, if the 
prohibition were made specifi c to orders issued by a 
foreign court, or other foreign authority, and carried 
considerable penalties for breach, including large 
fi nes and imprisonment. Of course, the secrecy of 
the FIS Court and the fact that only US government 
lawyers appear before it lessen the probability that 
British Columbia law and policy will be brought to 

the court’s attention.54

Despite any persuasive eff ect this type of 
legislation may have on decisions made by foreign 
courts such as the FIS Court, the most signifi cant 
value of this legislation could be its practical and 
legal eff ect within British Columbia. Regardless 
of a decision by a US court that records are in the 
control of a US-linked organization are required for 
US litigation or relate to a vital US interest, if the 
records are subject to FOIPPA then, as a matter of 
law in British Columbia, they cannot be disclosed 
in response to a US court order. Compliance 
with FOIPPA must, of course, be a term of all 
outsourcing contracts and meaningful contractual 
terms respecting breach of contract would have to 
complement the direct statutory prohibitions.

Direct statutory prohibitions against disclosure 
in response to any form of order or request made by 
a foreign court or foreign authority, accompanied 
by considerable penalties for breach, provide a 
substantial incentive for compliance with British 
Columbia law by a person served with a foreign 
order for disclosure of personal information records 
in British Columbia. Th e threat of prosecution 
accompanied by a substantial fi ne or even 
imprisonment could be expected to be a factor in 
deterring a person or public body from abiding by 
the terms of a foreign order and failing to comply 
with British Columbia law in this regard. Such 
provisions also provide a defence to the person 
served with the foreign order and obligate them to 
notify the public body that it has been made. Th is 
is of particular importance in the context of FISA 
orders (and national security letters), the existence 
of which would otherwise remain shielded from 

53 Statutory provisions intended to counter the eff ect of foreign orders may be enacted at the provincial or federal level and are not unknown in 
Canadian law.  For example, Canada has occasionally used the Foreign Extraterritorial Measures Act (FEMA), R.S.C. 1985, c. F-29, to block foreign 
laws, such as the US Helms-Burton Act, that purport to reach into Canadian law in violation of principles of international law and comity.

54 In this respect, there is some suggestion that, in ordinary court proceedings, a US court might be infl uenced by the fact that the foreign government 
whose laws are implicated has made the eff ort to appear as a friend of the court and has resisted disclosure in defence of its laws.  See, for example, 
Volkswagen, A.G. v. Valdez, supra note 33, and In re Uranium Antitrust Litigation, supra note 15.
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attention.
In Chapter 9, we concluded that US authorities 

engaged in foreign intelligence gathering would not 
be likely to use the MLAT for a number of reasons. 
We also concluded that a ban on outsourcing would 
not be a practical or eff ective way of ensuring 
the protection of personal information of British 
Columbians. In this chapter, we have concluded 

that there are no assurances that the FIS Court will 
not grant orders compelling US-linked companies 
to disclose personal information records located 
in Canada, particularly when vital US interests 
are considered to be at stake. Th e existence of that 
reasonable possibility warrants other mitigating steps 
being taken, such as direct statutory prohibitions on 
disclosure and contractual remedies.
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11CONCLUSIONS AND 
RECOMMENDATIONS

This chapter builds on conclusions reached in 
earlier chapters by making recommendations 
for action. We will begin with a short 

review of the process undertaken by the Offi  ce of 
the Information and Privacy Commissioner (OIPC) 
leading up to this report.

Th e possible implications of the USA Patriot Act 
for the security of personal information of British 
Columbians in light of British Columbia government 
outsourcing initiatives have in recent months been 
of considerable interest and concern to the public, 
business and government. Th e Information and 
Privacy Commissioner’s Request for Submissions, 
published in late May 2004, therefore initiated a short-
term and open process for assessing the privacy issues 
raised by the USA Patriot Act.

Th e Information and Privacy Commissioner’s 
objective was to elicit the views of governments, 
members of the public, businesses, labour organizations 
and other interest groups and then prepare an advisory 
report that would be a point of departure for further 
discussion and action. Th e number, complexity and 
intensity of response of submissions received in 
July and August 2004 was astonishing1 and clearly 
demanded an examination of the matter within the 
larger context of globalization, privacy and national 
security. In keeping with the openness of the process, 
some 60 submissions from governments, businesses, 

interest groups and academics have been posted on 
the OIPC website (www.oipc.bc.ca).

We studied the submissions and prepared this 
report over a period of ten weeks. It can only be 
a step on the road, not an endpoint. Th e British 
Columbia government has, since its submission to the 
OIPC, introduced the FOIPPA amendments2 that it 
promised to address the USA Patriot Act. A number 
of our recommendations below further illustrate the 
ongoing nature of the dialogue of which this report 
is a part.

Th e OIPC will monitor progress in 
implementation of these recommendations and will 
report publicly on progress within 12 months of the 
release of this report.  

Questions and Answers

We will now recall the specifi c questions posed 
in the Request for Submissions and briefl y summarize 
our answers to them:

1. Does the USA Patriot Act permit US authorities to 
access personal information of British Columbians 
that is, through the outsourcing of public services, 
in the custody or under the control of US-linked 
private sector service providers?  If it does, under 
what conditions can this occur?

1 Th e OIPC received over 500 written responses to the Request for Submissions.
2 Freedom of Information and Protection of Privacy Amendment Act, 2004, 5th Sess., 37th Parl., BC, 2004 (3rd reading 19 October 2004).
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2. If it does, what are the implications for public body 
compliance with the personal privacy protections 
in the Freedom of Information and Protection of 
Privacy Act (FOIPPA)?  What measures can be 
suggested to eliminate or appropriately mitigate 
privacy risks aff ecting compliance with FOIPPA? 

Access to British Columbians’ personal 
information through the USA Patriot 
Act

On the fi rst question, we have concluded that, 
if information is located outside British Columbia, 
it will be subject to the law that applies where it is 
found, regardless of the terms of an outsourcing 
contract. Th erefore, if an outsourcing arrangement 
calls for personal information to be sent to the US, 
that information would be subject to the USA Patriot 
Act while in the US. Th e applicability of US law would 
not be limited to Foreign Intelligence Surveillance Act 
(FISA) orders for the production of “tangible things”. 
It would also include provisions respecting physical 
search orders under FISA, national security letters3 
under various US statutes, and other laws that apply 
to records or information in the US.

Further, we have concluded that it is a reasonable 
possibility that the US Foreign Intelligence Surveillance 
Court (FIS Court) would issue a FISA order requiring 
a US-located corporation to produce records held in 
Canada by its Canadian subsidiary or, indeed, require 
any person or corporation within the jurisdiction of 
that court to disclose records held outside the US that 
they control because they have the legal or practical 
ability to obtain the records. It has also been said by 
some US courts that a US-located corporation will 

control a foreign corporation if the US corporation 
can, directly or indirectly, elect a majority of the 
directors of the foreign corporation. Accordingly, it 
would not be prudent, in our view, to ignore the fact 
that control, as a matter of US law, has been found on 
the basis of corporate relationship alone and there 
is a reasonable possibility that the FIS Court would 
take this view regardless of contractual relationships 
or practical arrangements between a public body, its 
contractor and corporations related to the contractor.

Some in the information technology industry, 
notably the Information Technology Association 
of Canada, have argued that a FISA order is not a 
concern because Canada and the US have similar anti-
terrorism laws. As discussed in Chapters 6 and 7, we 
agree that the two countries have anti-terrorism laws 
that share many features. Th is would not make the 
application of FISA orders to personal information in 
British Columbia acceptable or any less invasive.

Others in the information technology industry 
say a FISA order is not a concern because there is 
a ‘vanishingly small’ risk of one ever being made 
in relation to bulk collections of information or 
information located in British Columbia. However, 
US courts and grand juries have over many years made 
orders in relation to records located in Canada or other 
countries. Th is has been a source of friction between 
the US and Canada and the US and other countries. 
Th ere is no indication that an extra-territorial FISA 
order will not be sought by the FBI and issued by a FIS 
Court or that this has not already happened in relation 
to personal information in Canada.

We are inclined to the view, for the reasons 
described in Chapter 10, that there is a reasonable 
possibility of the FIS Court issuing a FISA order 
aff ecting personal information of British Columbians 

3 Th is presupposes that provisions for the issuance of national security letters will continue to exist in US statutes. As discussed in Chapter 6, the decision 
of Marrero J. in Doe and ACLU v. Ashcroft , No. 04-CIV-2614; 2004 U.S. Dist. Lexis 19343 (S.D.N.Y. 2004) has struck down one provision authorizing 
the issuance of National Security Letters (18 U.S.C. § 2709, relating to electronic communication subscriber, billing and transaction records typically 
held by Internet service providers) on the ground that it contravenes the First Amendment of the US Constitution. Th e US government is appealing 
this decision.
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located in British Columbia—a possibility that 
has increased as a result of the USA Patriot Act 
amendments to FISA. Section 215 of the USA Patriot 
Act removed the limits to the types of organizations 
that can be investigated under FISA orders. Further, 
ongoing concerns about terrorism increase the 
likelihood that, when the FIS Court applies a ‘balancing 
test’ in reviewing applications for FISA orders, it may 
give greater weight to US national security concerns 
than to Canadian concerns about privacy protection.

Th e FBI, through the US Department of Justice, 
and the US Department of Homeland Security4 
responded to the Request for Submissions. However, 
their submissions did not directly address, much less 
counter, the proposition that the USA Patriot Act might, 
through US persons or service providers, be used to 
reach personal information of British Columbians 
that is located in British Columbia.5 In the absence of 
evidence to the contrary—which could take various 
forms, including unequivocal written assurances from 
or a formal agreement with the US government—we 
cannot ignore the history of US courts issuing extra-
territorial orders in some circumstances and the 
evident present day risk with respect to FISA orders 
(or national security letters that can be issued directly 
by the FBI under various US statutes).

Implications for compliance with 
FOIPPA and mitigation of privacy risks

As for the second question posed in the Request 
for Submissions, we concluded in Chapter 9 that 
disclosure by a public body or a contractor for 
the purpose of complying with a FISA order (or a 

national security letter) is unauthorized disclosure 
under sections 30 and 33 of FOIPPA. FOIPPA, as 
we discussed, requires public bodies, directly and 
through their contractors, to implement reasonable, 
but not absolute, security arrangements to protect 
personal information against risks, including risk of 
unauthorized disclosure in response to an order made 
under foreign law.

Some submissions to us suggested that 
unauthorized disclosure in response to an extra-
territorial FISA order (or a national security letter) 
is of little concern because extensive information 
transfer mechanisms that are recognized by FOIPPA 
would make an extra-territorial foreign order 
unnecessary. In our view, US authorities engaged in 
foreign intelligence gathering would not be likely to 
use the Canada-US treaty for mutual legal assistance 
in criminal matters (MLAT) for practical and legal 
reasons. We also concluded that it is not clear that US 
authorities would have available to them, or would 
necessarily use, other information transfer methods—
such as information sharing agreements —that are 
recognized in MLAT and in section 33 of FOIPPA. 
Th is raises parallel issues about government transfers 
of personal information about Canadians to other 
countries that are important and warrant rigorous 
study and national dialogue in their own right.

We concluded in Chapter 9 that a ban on British 
Columbia government outsourcing of the management 
of sensitive personal information would not be a practical 
or eff ective plan of action, but that other measures should 
be implemented at legislative, contractual and practical 
levels to mitigate, though probably not eliminate, the 
risk of unauthorized disclosure in response to a FISA 
order or national security letter.

4 Submissions of the US Department of Justice, Federal Bureau of Investigation (18 August 2004) and the US Department of Homeland Security (6 
August 2004). 

5 Th e Submission of the FBI, ibid., alludes to the US Privacy Act prohibiting the FBI from collecting and retaining personal information except for valid 
law enforcement purposes “which, as a general rule, are established by guidelines issued by the Attorney General”. Th ere is no indication that this 
connotes any restriction on the collection or retention of information located outside US borders and, in the preceding paragraph, the submission refers 
to the FBI seeking information about a Canadian citizen from a US service provider, without qualifi cation as to the location of that information.
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Recommendations

We will now make recommendations with respect 
to the risks we have identifi ed and just summarized. 
Some of the recommendations respond directly to the 
questions in the Request for Submissions. We readily 
acknowledge that other recommendations are not 
directly in response to those questions. Th ey fl ow from 
suggested answers or justifi cations in the submissions 
received in response to the Request for Submissions 
that, in our view, raise other serious issues about 
government transfers of personal information in the 
context of globalization. 

In the case of audits of information sharing 
agreements, our recommendations fl ow from 
submissions that the wide extent of authorized 
information transfer mechanisms in FOIPPA —an 
important aspect of which is authority to disclose 
pursuant to sharing agreements—would make an 
extraterritorial US order unnecessary.

In the case of audits of the data mining activities 
of governments and government agencies in Canada, 
our recommendations fl ow from concerns that 
data mining is a use to which databases of personal 
information of Canadians could be expected to be 
put if they are transferred, unconditionally, into the 
hands of US government authorities or business 
organizations. Although data mining technologies are 
as available to Canadian governments as to their US 
counterparts, it became clear to us that, unlike the US, 
where the federal Government Accountability Offi  ce 
has published audit reports in this area, we really have 
little or no reporting or studies on the incidence of 
data mining by governments in Canada.

Provincial actions alone are not suffi  cient 
to address risks posed by transfers of personal 
information across national borders, whether as a 
result of FISA orders or other information sharing 
mechanisms. National dialogue and action are 

required. Some of our recommendations in that regard 
are inspired by the government of British Columbia 
submission or by recommendations proposed by the 
Privacy Commissioner of Canada in her submission 
to us and in her offi  ce’s earlier communications with 
the government of Canada.

Our recommendations also refl ect the fact that 
the risk of USA Patriot Act access is not just an issue 
for the public sector or for this country. It is also an 
issue for the private sector and an issue that will have 
to be addressed by all jurisdictions across Canada, by 
other countries and at an international level.

Amendments to FOIPPA

On October 7, 2004, the serious government 
introduced Bill 73, the Freedom of Information 
and Protection of Privacy Amendment Act, 2004, 
in the Legislative Assembly of British Columbia.6 
Bill 73 is in general a welcome development, insofar 
as we understand it is aimed at implementing the 
government’s commitment to introduce legislative 
amendments to address the USA Patriot Act. We 
endorse the enactment of direct prohibitions and penal 
sanctions in FOIPPA against disclosure in response to 
an order by a foreign court or other foreign authority. 
A comment letter respecting Bill 73, including whether 
it adequately meets that objective, will be forthcoming 
from the Information and Privacy Commissioner.

Recommendation 1

Th e government of British Columbia should amend the 
Freedom of Information and Protection of Privacy Act 
(FOIPPA) to:
(a) pending nation-to-nation agreement, as contemplated 

by Recommendation 16, prohibit personal information 
in the custody or under the control of a public body 
from being temporarily or permanently sent outside 
Canada for management, storage or safekeeping and 

6 Freedom of Information and Protection of Privacy Amendment Act, 2004, supra note 2.
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from being accessed outside Canada;
(b) expressly provide that a public body may only disclose 

personal information in response to a subpoena, 
warrant, order, demand or request by a court or 
other authority if it is a Canadian court, or other 
Canadian authority, that has jurisdiction to compel 
the disclosure;

(c) impose direct responsibility on a contractor to a public 
body to ensure that personal information provided 
to the contractor by the public body, or collected or 
generated by the contractor on behalf of  the public 
body, is used and disclosed only in accordance with 
FOIPPA;

(d) require a contractor to a public body to notify the 
public body of any subpoena, warrant, order, demand 
or request made by a foreign court or other foreign 
authority for the disclosure of personal information to 
which FOIPPA applies;

(e) require a contractor to a public body to notify the 
public body of any unauthorized disclosure of personal 
information under FOIPPA;

(f) ensure that the Information and Privacy 
Commissioner has the powers necessary to fully and 
eff ectively investigate contractors’ compliance with 
FOIPPA and to require compliance with FOIPPA 
by contractors to public bodies, including powers to 
enter contractor premises, obtain and copy records, 
and order compliance; and

(g) make it an off ence under FOIPPA for a public body 
or a contractor to a public body to use or disclose 
personal information, or send it outside Canada, in 
contravention of FOIPPA, punishable by a fi ne of up 
to $1 million or a signifi cant term of imprisonment, 
or both.

Provincial litigation policy

Th e next recommendation addresses the fact 
that US courts, when considering whether to require 
disclosure of records located outside the US, have 
been infl uenced by case-specifi c opposition from the 
foreign jurisdiction to disclosure in defi ance of a law of 
the foreign jurisdiction. A published litigation policy 

for opposition by the British Columbia  government 
to a FISA order or national security letter in respect of 
personal information in British Columbia  may, the US 
jurisprudence indicates, carry some weight with a US 
court as an expression of BC public policy respecting 
privacy of personal information in this province.7

Recommendation 2

Th e government of British Columbia should create a 
published litigation policy under which it would, as 
necessary, participate in or commence legal proceedings 
in Canada or abroad to resist a subpoena, warrant, order, 
demand or request made by a foreign court or other 
foreign authority for disclosure of personal information 
in British Columbia that is in the custody or under the 
control of a public body. 

Acknowledging that FISA orders and national 
security letters are issued in secret, express statutory 
prohibitions against disclosure in FOIPPA, coupled 
with a requirement to notify the British Columbia 
government and meaningful penalties for breach, will 
create new legal and practical incentives for persons in 
British Columbia  to refuse to comply with the foreign 
order and instead report it to the British Columbia  
government.

Further protection of personal 
information from FISA orders

Submissions to us from the US FBI and the US 
Department of Homeland Security have provided no 
assurance that FISA orders will not be sought from the 
FIS Court, or that national security letters will not be 
issued by the FBI, for access to personal information 
records in British Columbia. Th is assurance should be 
sought to complement the amendments to FOIPPA in 
Recommendation 1. 

7 Doe and ACLU v. Ashcroft , ibid., note 3, a lawsuit brought by the American Civil Liberties Union respecting national security letters, demonstrates that 
the secret nature of FISA proceedings and national security letter processes does not preclude intervention as contemplated by this recommendation.
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Recommendation 3

Th e government of British Columbia, in conjunction 
with the government of Canada as appropriate and 
necessary, should seek assurances from relevant US 
government authorities that they will not seek a FISA 
order or issue a national security letter for access to 
personal information records in British Columbia.

Outsourcing contract privacy protection 
measures

As discussed in Chapter 9, a public body cannot, by 
contracting out, relieve itself of its privacy obligations 
under FOIPPA. Th is was the case before the USA 
Patriot Act with respect to all situations, whether or 
not foreign linked contractors were involved, and it 
continues to be the case. When a public body contracts 
out functions, it must ensure there are reasonable 
security arrangements for the personal information 
disclosed to the contractor and that the contractor 
collects or generates in fulfi lling the outsourced 
function. Th e required standard of security under 
section 30 is a constant, with or without outsourcing. 

OIPC Guideline 01-02 was issued in 2001, and 
updated in 2003, to assist public bodies in meeting 
FOIPPA privacy obligations with respect to data services 
contracts. Th e OIPC will be updating this guideline again 
to refl ect the new FOIPPA provisions in Bill 73.

Th e OIPC will also be reviewing the British 
Columbia  government’s Privacy Protection Measures 
announced on October 5, 2004, which is a compilation 
of technology and business processes, employee 
strategies, contractual measures and corporate 
structure considerations for public bodies that are 
contemplating outsourcing to US linked contractors. 

As noted earlier, the Information and Privacy 
Commissioner wrote in early 2002 to British Columbia  
government ministers to mark the need for public 
bodies that outsource functions to ensure they have the 
expert staff  and other resources necessary to actively and 

diligently monitor contract performance and to punish 
any discovered breaches. Th is is particularly important 
in relation to USA Patriot Act risks. Bearing that in 
mind, and also that many existing outsource contracts 
could be subject to USA Patriot Act risk but will not 
be subject to the new FOIPPA provisions in Bill 73 by 
virtue of its transitional provisions, we are prompted to 
make the following recommendations at this time:

Recommendation 4

All public bodies should ensure that they commit, for 
the duration of all relevant contracts, the fi nancial and 
other resources necessary to actively and diligently 
monitor contract performance, punish any breaches 
and detect and defend against actual or potential 
disclosure of personal information to a foreign court 
or other foreign authority. 

Recommendation 5

Recognizing that it is not enough to rely on contractors 
to self-report their breaches, a public body that has 
entered into an outsourcing contract should create 
and implement a program of regular, thorough 
compliance audits. Such audits should be performed 
by a third party auditor, selected by the public body, 
that has the necessary expertise to perform the audit 
and recommend any necessary changes and mitigation 
measures. Consideration should be given to providing 
that the contractor must pay for any audit that uncovers 
material noncompliance with the contract.

Recommendation 6

Treasury Board should direct all ministries, agencies 
and organizations covered by the Budget Transparency 
and Accountability Act to include the activities in 
Recommendations 4 and 5 in their annual service plans 
and to ensure that service plans include all fi nancial 
resources necessary to perform these functions. Th e 
government of British Columbia should consider also 
requiring all public bodies to plan and budget for such 
fi nancial resources.
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Federal protection of personal 
information from foreign orders

In Chapter 9, we analyzed the status under FOIPPA 
of the disclosure of personal information in the cus-
tody or under the control of a public body, in response 
to an order of a foreign court or other foreign authority. 
Disclosure on that basis would be unauthorized under 
FOIPPA. We also analyzed, in Chapter 10, the role of 
direct statutory prohibitions against disclosure in the 
balancing test that might be expected to be applied by 
a FIS Court were it asked to issue an extraterritorial 
FISA order, and the importance, practically and legally, 
of making unauthorized disclosure under FOIPPA an 
off ence punishable by signifi cant deterrent penalties. 
Th e British Columbia government has now proceeded 
with the introduction of legislation extending FOIPPA 
to address the USA Patriot Act, in the form of Bill 73. 

Th e next recommendation affi  rms that it is 
in the interest of protecting the privacy of British 
Columbians—whose personal information the 
government of Canada and its agencies collect directly 
or indirectly through sharing by public bodies in this 
province—for these issues also to be considered, and 
acted on where necessary, at the federal level.

Recommendation 7

Th e government of Canada should consider whether 
federal legislation protects adequately the personal 
information of Canadians that is in the custody or 
under the control of the government of Canada or 
its agencies (directly or through contractors) from 
disclosure in response to a subpoena, warrant, order 
demand or request made by a foreign court or other 
foreign authority. Th is should include a thorough 
review of the federal Privacy Act, as earlier urged  by 
the Privacy Commissioner of Canada, with particular 
attention to the fact that the federal statute contains no 
equivalent to the reasonable security requirement in 
section 30 of FOIPPA.

Recommendation 8

Th e government of Canada should review British 
Columbia’s Freedom of Information and Protection of 
Privacy Amendment Act, 2004 (Bill 73)  and consider 
enacting provisions to protect personal information 
in Canada from disclosure in response to a subpoena, 
warrant, order, demand or request made by a foreign 
court or other foreign authority.

Audits of information sharing 
agreements and data mining activities

We received submissions that US authorities 
would not resort to extra-territorial FISA orders or 
national security letters because information sharing 
under treaties, agreements and arrangements is 
extensively authorized under FOIPPA and the federal 
Privacy Act. Th is raises important parallel issues about 
government transfers of personal information (issues 
that have also surfaced, in the context of national 
security, in the ongoing federal Arar Inquiry referred 
to in Chapter 9). Th e extent of information sharing by 
public bodies under FOIPPA has not been suffi  ciently 
or transparently studied and documented and, in 
our view, this needs to be remedied at the earliest 
practicable opportunity.

Advanced technologies have enabled the merging 
of databases into massive banks of information about 
identifi able individuals. Th is, in turn, enables data 
mining—the application of database technology and 
techniques to uncover patterns and relationships in 
data and predict future results or behaviour. When 
personal information is involved, the hidden patterns 
and subtle relationships that data mining detects 
are recorded and become new personal information 
of the individual whose characteristics or habits 
are being searched and analyzed. A recent audit by 
the US federal Government Accountability Offi  ce 
(referred to in Chapters 4 and 9) has studied the 
extent of data mining by US federal agencies. It has 
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confi rmed that this practice is increasingly common 
and that many data mining eff orts involve the use of 
personal information. Th e extent of data mining by 
governments in Canada has not been the subject of 
suffi  cient or transparent study and documentation 
and this too needs to be remedied at the earliest 
practicable opportunity.

Th e adequacy and appropriateness of information 
sharing and data mining practices at the federal level 
are important to British Columbians, whose personal 
information, as already noted, the government of 
Canada or its agencies collect directly or indirectly 
through sharing by public bodies in this province. 
Personal information practices in national security 
matters, a fi eld in the exclusive jurisdiction of the 
federal government, are of particular signifi cance in 
the context of this report on the implications for the 
privacy of British Columbians of foreign intelligence 
gathering under the USA Patriot Act.

We commend the Privacy Commissioner of 
Canada’s eff orts to date regarding information sharing 
audits (referred in Chapter 9) and support her 
recommendation for further work in this area. Audits 
and ongoing reporting and transparency in respect of 
information sharing agreements and arrangements 
and data mining activities are as necessary at the 
federal level as at the provincial level.

Recommendation 9

Th e government of British Columbia should:
(a) undertake a comprehensive and independent audit 

of interprovincial, national and transnational 
information sharing agreements aff ecting all public 
bodies in British Columbia;

(b) use the audit to identify and describe operational and 
planned information sharing activities, including in 
each case: the kinds of personal information involved, 
the purposes for which it is shared, the authority 
for sharing it, the public bodies or private sector 
organizations involved, and the conditions in place to 
control the use and security of the information shared;

(c) publicly release the audit report (including timely 
posting on a readily accessible government of British 
Columbia website);

(d) act on defi ciencies or other problems indicated by the 
audit;

(e) conduct and publish periodic follow-up audits 
and reports to ensure ongoing transparency and 
accountability in this area; and 

(f) require information sharing agreements entered 
into by all public bodies to be generally available to 
the public (including timely consolidated posting on 
a readily accessible government of British Columbia 
website).

Recommendation 10

Th e government of British Columbia should
(a) undertake a comprehensive and independent audit of 

data mining eff orts by all public bodies;
(b) use the audit to identify and describe operational 

and planned data mining activities, including in each 
case: the kinds of personal information involved, the 
purposes of the data mining, and the authority and 
conditions for doing so;

(c) ensure that the audit report also proposes an eff ective 
legislated mechanism to regulate data mining 
activities by public bodies and eff ective guidelines for 
the application of fair information practices to data 
mining by public bodies; and

(d) publicly release the audit report (including timely 
posting on a readily accessible government of British 
Columbia website).

Recommendation 11

Th e government of Canada should implement 
Recommendations 9 and 10 at the federal level.

Section 69 of FOIPPA

In Chapter 9, we described how a disturbing 
number of British Columbia  government ministries 
do not appear to be living up to the reporting 
requirements about information sharing agreements 
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found in section 69 of FOIPPA. Th is also needs to be 
corrected promptly.

Recommendation 12

Th e government of British Columbia should: 
(a) ensure that, within 60 days aft er the date of release of 

this report, all ministries are fully compliant with the 
reporting requirements of section 69 of FOIPPA;

(b) make the section 69 reporting requirements regarding 
information sharing agreements applicable to all 
public bodies (this can be done under section 69(7) by 
the minister responsible for FOIPPA); and

(c) in conjunction with Recommendations 9 and 10, review 
the utility of section 69 in its present form, noting our 
view that section 69 needs to be amended to require 
more complete, transparent, ongoing and eff ective 
reporting about the information sharing agreements 
and data mining activities of all public bodies.

Private sector issues

Th is report has focussed on the implications 
of the USA Patriot Act for the security of personal 
information of British Columbians in light of public 
body outsourcing. However, many submissions 
to us—including those of the British Columbia 
government, the Privacy Commissioner of Canada, 
Professor Michael Geist and Milana Homsi, and 
the American Civil Liberties Union—observed, and 
we agree, that transnational personal information 
transfer issues in respect of government operations 
are at least as signifi cant in respect of private sector 
activities.

Recommendation 13

Th e government of British Columbia and the government 
of Canada should consider and address the implications 
of the USA Patriot Act for the security of personal 
information that is entrusted to private sector custody or 
control in British Columbia or elsewhere in Canada.

Trends in information gathering and 
use for state purposes

The heightened fear of terrorism provided a 
catalyst for increased surveillance in North America 
and elsewhere.  The resulting trend appears to be 
broadened state powers for collection of information 
for national security purposes (including border 
and public transportation security), which is 
then in some cases disclosed for enforcement 
of unconnected criminal and regulatory laws. 
The traditional distinction between intelligence 
gathering for the general purpose of ensuring 
national security, and policing for the specific 
purpose of enforcing ordinary laws, is increasingly 
blurred. 

More generous allowances are made for the 
collection and use of information for security 
purposes. A more relaxed understanding of the 
distinction between security and law enforcement 
purposes then creates risk that traditional law 
enforcement restraints we rely upon to protect our 
civil liberties will be eroded. Advancing technology 
for surveillance and data manipulation compounds 
that risk. We do not question the importance of 
national security, but we are concerned that in 
the implementation of state security initiatives, 
insufficient attention may be afforded to maintaining 
necessary distinctions for protecting civil liberties 
of fundamental importance. 

As we noted in Chapter 7, the Attorney General 
of Canada has said there is no contradiction between 
the protection of security and the protection of 
human rights, which we take to include privacy 
rights. We agree. The task for governments is to 
ensure that state initiatives reflect as much concern 
for protection of privacy as for the efficiency of 
security and law enforcement measures.
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Recommendation 14

Th e Parliamentary review of the Anti-terrorism Act 
provides an important opportunity for the government of 
Canada to renew its commitment to ensure that human 
rights and freedoms are not unnecessarily infringed 
by national security and law enforcement measures. As 
part of this renewed commitment, we recommend that 
the public be permitted to participate in the review in a 
meaningful way.

International trade and investment 
agreements

As discussed in Chapter 4, there is an increasingly 
complex set of rules and agreements regarding 
international trade of goods and services. Canada 
has a stake in ensuring that those rules not only 
promote international trade but also protect the 
right of all countries to make independent policy 
choices. Canada needs to be careful when negotiating 
international trade obligations that relate to or may 
aff ect the delivery of public services to ensure that 
privacy protections are maintained in accordance 
with Canadian values.

Recommendation 15

Th e government of Canada should, in consultation with 
the provincial and territorial governments, negotiate with 
foreign trade partners (including members of the World 

Trade Organization) to ensure that trade agreements 
and other treaties do not impair the ability of Canadian 
provinces, territories and the federal government to 
maintain and enhance personal information protections 
in accordance with Canadian values.

Other international agreements

North America appears to be moving towards 
a continent wide customs free zone with common 
approaches to trade, energy, immigration and security. 
Th e privacy implications of transnational data fl ows 
must be taken into account in this process. Privacy 
values must be given full weight in the multilateral 
legal, regulatory and administrative solutions that 
emerge. Rigorous, well-considered privacy protections 
must be established and must be accompanied by 
eff ective continental oversight and accountability 
mechanisms. 

Recommendation 16

In moving towards a North American trade, energy, 
immigration and security zone, the government of 
Canada should, in consultation with the provincial 
and territorial governments, advocate to the US and 
Mexico  for comprehensive transnational data protection 
standards and for multilateral agreements respecting 
continental control and oversight of transnational 
information sharing for government purposes, including 
national security and public safety purposes. 
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