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Executive Summary

The Government of Canada takes the issue of privagyseriously, including concerns about possible
privacy risks posed by foreign legislation, suchihedJSA PATRIOT Act

These laws point to the need for current privacst peactices to become more uniform throughoutederal
government and for additional measures to builchugrad complement the existing safeguards.

For over a quarter century, Canada has been a Veadier in privacy. It has introduced grotim@aking
legislation and policies designed to respect thisqral information of its citizens.

Recent trends and events, however, have raisedoreerns about whether the personal information of
Canadians is adequately protected by governmedts@npanies when it travels outside of Canada’s
borders.

Transborder data flows and contracting

The emergence of new information technologies, sisctine Internet, allows information to be transfer
quickly and easily across borders. This includesg®al information and other sensitive informatidhe
transfer of such information across borders is kmaw “transborder data flows.”

Transborder data flows are becoming more commaom@panies and governments take advantage of
outsourcing, a practice in which a supplier is thiveder contract to manage certain activities nafiecause
the institution does not have adequate internalurees to improve efficiency and levels of servieederal
government institutions are among the organizatibascontract out or outsource some programs and
services.

Information under foreign laws

It is not uncommon for an organization in Canadautsource the management of personal information
about Canadians to a company in the U.S. or elsewhdormation stored or accessible outside ofadan
can be subjected not only to Canadian laws buttaltaws in the other country.
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One such law is thBSA PATRIOT AcfThe Act permits U.S. law enforcement officialsseek a court order
allowing them to access the personal records opangon for the purpose of an ar@irorism investigation,
without that person’s knowledge.

In theory, it means U.S. officials could accessinfation about Canadians if that information ispbally
within the U.S. or accessible electronically.

British Columbia court case sparks national debate

In 2004, a court case in British Columbia (B.Carked a national debate on the potential impath@f/SA
PATRIOT Acbn the privacy of Canadians.

The British Columbia Government and Service Empdgy&nion sought an order to stop the provincial
government from hiring the Canadian affiliate di &. company to administer the province’s medical
records, claiming that the contract would makeréo®rds vulnerable under thsSA PATRIOT Act

The union lost the court case and is appealing.pfoeince, meanwhile, proceeded with the contractgi
the U.S.-based firm but added new privacy measures.

In addition to the court case, the Information &nvacy Commissioner for B.C. conducted a reviete T
Commissioner for B.C. concluded that the issue lvaer than th&SA PATRIOT Acthat transborder data
flows could make Canadians’ information accessiinlder other foreign laws, and that the matter shbal
addressed by both the public and private sectors.

The Privacy Commissioner of Canada agreed withigbkelts of the B.C. review, and together with th€.B
Commissioner, called for actions to be taken byfélaeral government to enhance protection of Caamesdi
personal information that can flow across borders.

The federal government'’s strategy

The Government of Canada responded tdt8& PATRIOT Aatoncerns and other transborder data issues
with a federal strategy. It is confident that tight to privacy related to key federal personal sedsitive
information can be both respected and achieved.

The strategy was created with the following factarsind.

Shared responsibility: The federal government is not alone. Other govenis) the private sector, and
Canadians themselves all have a role to play iptbgction of privacy.

Balanced approach:Privacy needs to be weighed against other impoc@amsiderations. Among these are
the following: the need to ensure that contracpirmjects privacy and results in improved service to
Canadians; international trade agreements thav&tiofair and equitable treatment of foreign comiga

and play a major role in the health of Canada’sh\enoy; and the need to protect the public safety and
national security.

Build on existing measuresThe latest measures are an extension of privdegsards put into place long
before thdJSA PATRIOT Acawvas enacted. They complement previous statutdsasithePrivacy Act
enacted in 1983 to impose obligations on federaégument institutions to respect the privacy rigfts
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Canadians. ThBersonal Information Protection and Electronic Dawents Ac{PIPEDA), which took full
effect in January 2004, protects personal inforomakield by the private sector. In addition, the &oment

of Canada was the first national government intbdd to introduce a mandatoBrivacy Impact
Assessment Policfhe Policy requires government departments tbuoiprivacy protection when changing
or creating programs and services that collectgpedsnformation.

Informational privacy can also find constitutiopabtection under section 8 of tianadian Charter of
Rights and Freedoms

The federal strategy consists of the following step

1. Awareness:The government made all of its 160 institutiorst thre subject to the fedeRiivacy Act
aware of the privacy issues raised byttgA PATRIOT Act

2. Risk identification and mitigation: Institutions reviewed their contracting and outsmg
arrangements to identify any risks underti®A PATRIOT Acfassess the seriousness of those risks,
take corrective actions as needed, and reporetd tbasury Board of Canada Secretariat (the
Secretariat).

Here are the results reported to the Secretariat:

Most of the federal institutions, 83 per cent, talr contracting classified as “no risk” (77 ingtions) or
“low risk” (57 institutions) under thelSA PATRIOT Aabr other foreign legislation. Of the remaining
institutions, many with mandates that include inétional activities, contracting risks were ratedlaw to
medium” (19 institutions) and “medium to high” {¥stitutions). It should be noted that, if an indidn
identified only one contract as high risk, theilgion was classified in the high risk categorppat said, in
all cases where risks were identified, institutibase taken, or are planning, remedial actionsitgate
risks.

3. Guidance on privacy in contracting: For many years, federal institutions have hadgmnand
security safeguards in place to protect persorclbdmer sensitive information that is handled or
accessible under contract. Risk management stestege also in place to cope with emerging privacy
issues and, where necessary, institutions havmedtfurther measures to mitigate risk.

Existing Best Practices include the followifRyior to initiating a contract, inspections oivate sector
facilities may be carried out by government segwgxperts to ensure that adequate protection isablea for
information handled or stored off government pra&siBy a contractor; the requirement that core médion
stays at home—in other words, part or all of theknaust be completed within the department or withi
Canada; the return of records or approved desbiucii all records at the end of a contract; théusion of
contractual clauses to address confidentiality; thedsigning of non-disclosure agreements.

Guidance documenthe government has recently issued a policy gudaocument for federal institutions
that provides a privacy checklist and upfront adwa considering privacy prior to initiating corti® It also
includes specific considerations for maximizingvpdy protection that can be used to develop clatoses
include in requests for proposals (RFP) and cotg#rac

4. Follow up: The government will be taking additional steputdher mitigate risk.
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Highlights of ongoing measures and those plannedifinin the next year:

= Follow-up assessment of federal contracting a@tiwitongoing contract advice, and implementation of
risk management strategies for contracting whedmenmation may potentially be at risk under th8A
PATRIOT Acbr other foreign laws.

= Ensuring that key government policies are in stép privacy issues and reflect the new global tgali

= The exploration of technology and data architecsmlations to protect information flows, including
the use of encryption technology and electroniatétalls.

= Continued monitoring of new technologies, trenas| avents to address their possible effects on
privacy.

= The development of additional guidelines to cov@regnment-to-government information sharing
(within Canada and abroad), auditing of contraantsl technical solutions to protect privacy.

= Increased awareness and training related to tradsbdata flows and existing federal safeguards.
Highlights of planned measures between one to weosy
= A scheduled 2006 review of the PIPEDA and detertronaf the federaPrivacy Actshould also be

reviewed.

= The development of a privacy management framewmdstablish high standards of privacy protection
throughout the federal government.

» Addressing privacy and transborder data flowslerrecently announced Security and Prosperity
Partnership (SPP) between Canada, Mexico, and.the U

The federal government will also continue to shast practices in protecting transborder data fhanitis
provincial and territorial governments as well las private sector and foreign governments.

1. Introduction

Role of the Treasury Board of Canada Secretariat

The Treasury Board of Canada Secretariat (the Be@@ has produced this report to update Parldraed
Canadians on the federal strategy in responsewaqgyrconcerns about thédSA PATRIOT Aétand the
possibility that foreign legislation could affetietprotection of Canadians’ personal information.

The President of the Treasury Board is the desggh@aiinister responsible for issuing government-wide
directives and guidelines related to the admintistneof thePrivacy Act The Secretariat supports him in this
role and also issues government-wide security,raotihg, and procurement policies. The Secretargeat
therefore the logical body to co-ordinate governnveide efforts in reviewing the privacy and secuaty
personal information in contracts.
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Purposes of the report
This report has the following purposes:

= to inform Canadians of privacy concerns relatethedJSA PATRIOT Acand transborder data issues
in general;

= to make Canadians aware of the existing federaidvaork of privacy-related laws and policies that
have made Canada a world leader in privacy; and

= to inform Canadians of the federal strategy addngsany ongoing issues related to transborder data
flows.

Supporting facts

Privacy is defined as the fundamental right to marhe collection, use, and disclosure of inforimat@about
ourselves. Security, as it relates to privacyhesprocess of assessing threats and risks to iaf@mand
taking steps to protect it.

2. Background

Today's information economy

Information and knowledge have largely become prymaealth-creating assets throughout the developed
world.

Enabled by new technologies, Canada is now anrnrdton-based society.

The Internet and sophisticated software make isiptesfor companies, governments, and individuals t
share information easily and to conduct businesamoanywhere, anytime basis.

Transborder data flows and contracting

The flow of computerized data, including persomal aensitive information, across any internatidowatler,
is referred to as “transborder data flows.”

Transborder data flows are increasing on a da#yshan part because of the increased relianceootracting
out, a practice in which companies and governmi@nésan outside service provider to deliver a paogior
provide a service, such as managing a databasecahioften result in improved efficiencies ancls\of
service.

Contracting out, or outsourcing, as it is ofterlexlhas become a global practice. While an orgaioiz may
be located in Canada, some of its activities, iicig the storage and handling of personal inforomatmay
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be managed by another organization elsewhere iwadiiel.

While transborder data flows have led to greaticiehcies, access to new products and services, an
economic benefits, the transfer of personal datasadorders has also raised concerns that infammeduld
end up in the hands of people for whom it was nternded.

That, in turn, could infringe on privacy.

Privacy is a fundamental right in Canada
Privacy has long been considered a fundamental inghanada.

The United Nation&Jniversal Declaration of Human Righ&sd thdnternational Covenant on Civil and
Political Rightsenshrine privacy as a core human right or valaedbes to the very heart of preserving
human dignity and autonomy, as does@amadian Charter of Rights and Freedoms

For most Canadians, privacy is about control—tgbktrio control one's personal information.

It was not surprising, then, to discover that tbemmder data flows are a concern for many Canadams,
reported in a recent survey.

Public opinion

A survey conducted earlier this year by EKOS RegdeaAssociates Inc. for the Office of the Privacy
Commissioner of Canada (entiti€nadians, Privacy and Emerging Isyf@eund that most Canadians
expressed concern about personal information earesf across borders.

The survey's results acknowledged that the crosdebdransfer of personal information is a complekcy
issue, involving important privacy, economic, natiy security and other considerations. A copylman
reviewed on the Commissioner's Web sitbtgi://www.privcom.gc.ca/information/02_05 e.asp

Another recent study (August 2008)jvacy in the Information Age: Government Serviged Youfound
that while Canadians worry about governments hgléxtensive files on citizens, they are willingtake
trade-offs for better services as long as apprtgpseafeguards are in place. That study, which exadhe
issue of government departments sharing informatamprove services, was conducted by a not-fofHpr
organization called the Crossing Boundaries Nati@umancil, which is made up of senior public seevic
employees and elected representatives from othelslef government and the Aboriginal community.

In their report, the Crossing Boundaries NationaliGcil recommends that governments establish strong
safeguards on access to personal information ugt tee safeguards flexible enough for branches of
governments to share data in new ways without tanynobstructions. The report can be found at the
following Web sitehttp://www.crossingboundaries.ca/files/kta_finapadg 050805.pdf

B.C. and theUSA PATRIOT Act

The issues surrounding transborder data flow cdqreal information came to the forefront in Canasla a
result of a court case launched in 2004 in B.C.

7 sur 38 05/10/2006 10:C



Privacy Matters: The Federal Strategy to Addressc€ms About the U... http://www.tbs-sct.gc.ca/puyded/gospubs/TBM_128/pm-prp/pm-prp-

8 sur 38

The British Columbia Government and Service Empdsy&nion sought an order to stop the provincial
government from hiring the Canadian affiliate df &. company to administer the province's medical
records.

The union claimed that the contract with the U.&dd company would open up the possibility of hgwin
medical records of British Columbians scrutinizgd bS. law enforcement officials under tiSA
PATRIOT Act

Ultimately, in March 2005, the Supreme Court oftBh Columbia rejected the union's challenge—therun
has since launched an appeal.

In the summer and fall of 2004, the Office of theormation and Privacy Commissioner for B.C. exadin
the matter, asked for submissions to obtain opsjiand directed recommendations at both the B.€C. an
federal governments. The Commissioner concludedhigwas an issue that went beyond the scopeeof t
province's influence and affected all of Canada.

Supporting facts

The USA PATRIOT Act

= “USA PATRIOT” in USA PATRIOT Acstands for “Uniting and Strengthening America bgwing
Appropriate Tools Required to Intercept and Obstierrorism.”

» Enacted in 2001 by the U.S. Congress.

= Amends theJ.S. Foreign Intelligence Surveillance Actallow the Federal Bureau of Investigation
(FBI) to apply for a court order to obtain recorgapers, documents, and other items for an
investigation related to terrorism or clandestmeliigence activities.

m Under section 215 of tHdSA PATRIOT Acthe FBI could potentially obtain records that laeéd by
companies located in the U.S., or records for which.-based companies have direct access, and
requires the companies not to disclose these action

Thereview of the Information and Privacy Commissioner for B.C.

= The Information and Privacy Commissioner for B.€aived 500 submissions from governments,
businesses, labour groups, and others, mostlymadzg but also from the U.S. and Europe.

» There was a general consensus that U.S. authardidd, under some circumstances, use powers
under thaJSA PATRIOT Adb access information about B.C. citizens if thi@imation were
accessible under U.S. jurisdiction. There was, hvawnea wide variety of opinion about whether the
risk of this actually happening was small or sigaiht.

D

A global issue
The submissions to the Information and Privacy Cassioner for B.C. raised larger questions about the

safeguarding of privacy in an era of economic diabtion, widespread fear of terrorism, and tramgbo
data flows.
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It was noted that privacy risks exist whenevemagborder data flow occurs since there aretantrism
laws and security measures in many other courttregscontain powers similar to those of th86A PATRIOT
Act

As a result, the report of the Information and Beiyw Commissioner for B.C. suggested that existingapy
protection would need to be reviewed by all jurtsidins across Canada and at an international levbbth
the public and private sectors.

The Privacy Commissioner of Canada agreed.

Submission from the Privacy Commissioner of Canada

The Privacy Commissioner of Canada, Jennifer Stodeeade a submission to the B.C. review that
applauded the efforts of the Information and Pypw@ommissioner for B.C. in examining the implicaisoof
theUSA PATRIOT Act

She agreed the B.C. situation was part of a braadee—the extent to which Canada and other castri
share personal information about their citizen$wech other and the degree to which information
transferred abroad for commercial purposes maybessible to foreign governments.

The Privacy Commissioner of Canada outlined whatiEdone, including reminding private firms about
their obligations under federal and provincial laawnsl indicating that her office planned to conduotview
of information-sharing agreements between the Gowuents of Canada and the U.S.

She asked the Government of Canada to review tbgnsstances related to transborder data flows ictwh
personal information about Canadians may be adiessitside of Canada.

Supporting facts

The Privacy Commissioner of Canada concludes that the USA PATRIOT Act isnot likely to bethefirst
course of action

The Privacy Commissioner of Canada concluded el SA PATRIOT Adsk not likely to be the normal
procedure to obtain personal information held mthS. about Canadians, a view shared by the Irstom
Technology Association of Canada.

The Commissioner believes it is more likely thdtestmeans of obtaining information will continuebt®
used instead, such as grand jury subpoenas, oydiearch warrants, and existing information sharing
agreements, or bilateral mutual legal assistamegiés that have been signed by the governmei@ardda
and the U.S.

Balancing privacy with other priorities

Both the B.C. and federal privacy commissionerstaedCanadian public recognize that addressingsssu
around transborder data flows is more than justrsideration of privacy interests.
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There are other interests at stake, such as signifcost and service efficiencies, and econommefits from
contracting out as well as the need to respectdzémabligations under its trade agreements and the
requirements to protect national security.

Contracting out

Contracting out, or outsourcing, is when an orgatndn hires a company to carry out certain funcitm
improve efficiencies and levels of service. Comparaften outsource to firms that may be locateather
parts of the world to handle administrative ancagabcessing tasks so they can concentrate onctbreir
business.

Canada is a major user and provider of outsourirangements and benefits from the practice. Many
Canadian companies enter into outsourcing arrangesmeath U.S.-based businesses to receive and to
provide services. Governments also engage in owdis@uto receive services.

Federal government contracting

The federal government has a large number of cattharrangements in place to carry out functioose
cost-effectively.

The vast majority of such contracts are to obtaods and services for government use. They carerfaom
regular contracts to obtain equipment, softwalectanmunications, training courses, or services lik
temporary help, informatics, consultants, mainteeaor repair, to the extremely complex contractual
arrangements involving the transfer or deliverg @overnment program or service function to a embdr.

The federal government encourages innovative agraegts with suppliers to improve efficiency and/ser
to the public. Outsourcing is viewed as a pivotabams of providing more flexible and responsive ises/to
Canadians.

Privacy must, however, always be considered whe&rméning if outsourcing is appropriate.

Supporting facts

Canada isa major beneficiary of outsourcing

The United Nations Conference on Trade and Devedmpiproduced a report in 2004 callbrid
Investment Report 2004—The Shift Towards Servid@sh states that the countries that have gained
most from overseas outsourcing are Ireland, Carsdgl, and India. (See
http://www.unctad.org/en/docs/wir2004 _en.pdf

I nformation technology outsourcing by the federal government

Federal contractual arrangements related to infoom&echnology may involve the simple storage or
archiving of government information, the operatomanagement of computerized systems, or theeentir
information technology function of a governmentiiugion or agency.

Information technology services may also be outsedito support the delivery of a government progoam
function that involves the collection, use, or thsare of personal information for a specified pédriin
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which the accountability for the program or funati@mains with the government.

International trade agreements

In reacting to public concerns about privacy, tlev&@nment of B.C. amended FEseedom of Information
and Protection of Privacy AcThe amendments placed new restrictions on pbblites and service
providers from storing, accessing, or disclosingspeal information outside Canada.

There are no plans at this time to amend the fé@enaacy Actin a similar fashion. This is because such an
action could encourage other foreign governmentiotthe same, choking off the economic benefits to
Canada from work outsourced to Canadian supplie@ddition, the federal government must respect
international trade agreements that are not bindingrovincial governments.

Canada has signed a number of international agrgsmecluding théNorth American Free Trade
Agreemenand the World Trade Organization (WT&jreement on Government Procurement

Any possible changes to Canadian federal laws omullglbe put in place if the changes fully respédtese
long established international trade agreements. i$lextremely important because the trade agretsme
play a major role in Canada's economy.

Supporting facts

International tradeisvital to Canada
One in every four jobs in Canada is related torim@Bonal trade.

Businesses, organizations, and governments ath@&only groups involved in the global economy.
Individual citizens are also participants, and @Charas are among the most avid users of e-commerce.

The need for privacy protection is balanced witn fileedom to use a credit card over the Internet to
purchase goods and services or to use automakedntelchines anywhere in the world.

The most effective ways to protect personal information

Federal privacy laws currently provide appropr@tetection of the personal information of Canadians
These are supplemented by policies that govermwéyegovernment institutions do business as well as
contract clauses and best practices that speaifiyamior obligations to protect privacy.

A shared responsibility

Taking a balanced approach to privacy protectiorisunique to the federal government: privacy shared
responsibility.

Other levels of government

Provinces, territories, and local governments allehan obligation to protect information within ithgontrol.
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There are laws and policies, not only federally, dso provincially and territorially, that govetime
collection, use, disclosure, retention, and dispopersonal information.

Private companies and organizations

The private sector is accountable for protectinggay under PIPEDA or similar provincial legislatiin a
number of provinces. At the time of this reportlydB.C., Alberta, and Quebec have privacy legiskati
similar to PIPEDA—none of the territories or otlpeovinces have such legislation. That said, protgct
privacy is more than a case of obeying the lawpRetsng privacy laws and following internal polisithat
help to protect personal information are essetditthe trust and confidence of customers.

Canadians

Canadians also have a responsibility to protecqrel information. In her August 18, 2004, subnoissd
the Privacy Commissioner for B.C., the Privacy Cassioner of Canada said that Canadians need tptacce
responsibility for informing themselves by askingais using their personal information and for what

purpose.

Supporting facts

How to protect your privacy

The Privacy Commissioner of Canada’'s Web kitg,//www.privcom.gc.ca/fs-fi/index_e.adpas a series
of fact sheets designed to inform Canadians onthewy can take charge of protecting their personal

information.

Federal Response: A Continuous Risknanagement Approach

5, PWareng, Approach comprises 4 steps:

1. Communicate issue to160 institutions

o
L

mpﬂ?“
O

2. Conduct comprehensive assessment to identify asksdeveloy
mitigation strategy

B O

]
-]
=

h_fn“ﬂ Wiy,

. Develop and implement policy guidance on USA PATRIALt
risks

2
a
$F 3

4. Ongoing follow-up

3. The Federal Strategy

The federal government has had effective privacgagament practices in place for many years. Mogeéla
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federal institutions that routinely collect persbimdormation about Canadians keep this informatorsite
only. For example, Statistics Canada only keepsgmed information on its government premises, &ed t
Canada Revenue Agency stores and backs up all @antadpayer information on-site only.

TheUSA PATRIOT Acthowever, drew attention to the fact that bestfras should be more uniform
throughout government. It also drew attention ®riked for additional measures that would buildhugrad
complement existing safeguards. The federal goventisiaction plan in response to Canadians’ corscern
about thdUSA PATRIOT Adbllowed this approach:

1. Awareness:The Secretariat made all 160 federal institutianare of the latest issues surrounding the
USA PATRIOT Acind transborder data flows that involved persandlother sensitive information.

2. Risk identification and mitigation: The Secretariat asked each institution to conduetiew of its
contracts to identify any potential risks relatedieUSA PATRIOT Actassess the level of those risks,
and outline corrective actions to address them.

3. Guidance on privacy in contracting:
a. Federal institutions with identified risks were uggd to implement corrective action.

b. To assist institutions, the Secretariat developgdidance document to be used prior to entering
into future contracts. The document includes agmywchecklist for contracts and advice on
developing appropriate protective contract clauses.

c. To share information and best practices, the Ganem of Canada has been in communication
with, and has consulted, a wide range of partreduding its own experts, the Office of the
Privacy Commissioner of Canada, and provincial govents.

d. The federal government has also notified U.S. guwent officials of concerns in Canada
related to th&JSA PATRIOT Acand promoted the use of existing arrangementsdasgtw
national security agencies and law enforcement@ggn the protection of personal and
sensitive information.

4. Ongoing follow up: The government will monitor potential privacy rs&nd follow up with additional
measures, as required. These will include additipakcy guidelines, the scheduled review of
PIPEDA, expanded privacy training and awarenesdfatroduction of a privacy management
framework that will outline a privacy governancealatcountability structure.

Each component of the federal strategy is examedolv in detail, beginning with the review of feder
government contracting.

Federal contract review

A major component of the federal government’s stpatwas a review of contracts. In October 2004, the
Secretariat asked all 160 institutions subjech&federaPrivacy Actto conduct an assessment of their
contracting activities and to report on the results

The review was no small task. The federal goverrirhags a large number of contracts and
information-sharing agreements in place. For exantpuman Resources and Skills Development Canada
and Social Development Canada have more than 4Ge&x@ts and Contribution agreements in place.
Foreign Affairs Canada and International Trade @arfaave more than 8,000 contractual agreements.
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Review objectives

The main objective of the review was to determfneformation that is being stored by private comiea or
is accessible under the terms of a contract waseptible to disclosure, specifically under th8A PATRIOT
Act. Institutions were asked to see if any of the canigs hired to provide services were based in tise
had affiliations in the U.S. that might allow pemsbinformation to be accessible under the U.Sslatjon.

The review also involved looking at the nature afittacts to determine if there were sufficient skaito
protect personal information or other sensitiveiinfation and, if not, to identify potential weakses and
produce a plan of corrective action to mitigate asks.

The review focussed on tlSA PATRIOT Adbecause it allowed institutions to more quicklgntfy any
weaknesses and thus raise a flag about whethersti®tion’s contracting might also be vulneratdeany
other foreign laws that allow access to personatloer sensitive information. While the emphasis wa
information that could be accessed throughiB& PATRIOT Acthe results would also be an indicator in
relation to transborder data flows in general.

Review methodology
Interdepartmental committee
Since the review was to be a large undertakingnt@ndepartmental committee was formed.

The committee was led by the Secretariat and deasef 14 key institutions. Each institution hacbke in
providing advice to the other committee membeintusdns and in assisting the overall review praces

The review was conducted in two phases. A prelinpiphase was quickly carried out first among 17%&fad
institutions to identify any major weaknesses amihieglargest programs. None was found. A more
comprehensive review was then carried out by d@lih6titutions.

Rating system

Federal institutions were asked to rate the stittiseir contracting agreements according to catego
ranging from “no risk” and “low risk” to “mediumsk” and “high risk.” The higher the risk, the more
vulnerable the contracting could be underWt8A PATRIOT Acind potentially other foreign laws that could
be applied to obtain personal information aboutadigans or other sensitive information.

The identification of risks did not mean that alemn actually existed, rather, that there coula Ipetential
problem in the future.

No to low risk: In these cases, information is gathered, maintqiaed processed entirely by the
Government of Canada without the use of any outsiaractor (no risk) or, alternatively, a Canadian
contractor is involved with operations only witl@anada (low risk).

Low to medium risk: Information is located or maintained off-site banadian company located in
Canada but is also accessible by a foreign sulsxiot; parent company, or affiliate. In these casess
from several different countries may apply.
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Medium to high risk: The risk is considered to be “medium to high” wirgormation is maintained and
processed by a foreign-based company operatindgarean jurisdiction. In these cases, there isghér risk
because such companies are more accountable tanli@lesr country than to laws in Canada.

Review results

The vast majority of contracting by the federal gament is done inside Canada and therefore hasex |
risk factor in relation to the possible applicatmfitheUSA PATRIOT Act

Of the responses from the 160 federal instituti@3sper cent had St
their contracts classified under the “no to low’risategory. 12%
Contracts identified at 77 institutions were cledias “no risk” {
and at 57 institutions, some contracts were idieatih the “low |

! B M el b 1o High R

risk” category. \ [ et |
R

There were 19 institutions that informed the Secrat that some of “x..ﬁ:____//
their contracts were classified in the “low to medirisk” category. s

| ONeREk
OLew Risk
B Low ta Niedbum Rk

Only 7 institutions, in describing their contragfiactivities, identified a number of their contsaas having
potential risks that could be classified in the thuen to high risk” category.

It should be noted that if an institution indicatbdt they had one contract that the Secretaidasiled in the
range of “medium to high risk,” the institutionm&l rating was consequently identified as “medionhigh
risk,”

To see a table of the complete review results te, gdease refer tAppendix A
No to low risk contracts

There are many examples of contracting that reptesther no risk or a risk that is low. In certaases, this
is because the federal institution is operatingenrstrict practices and procedures that providigla h
standard of data protection. This is the case &i#tistics Canada, which is governed byS3ietistics Act

Case study: Statistics Canada

The Statistics Actequires that only Statistics Canada employeeshvalve taken an oath of secrecy and who
have been security cleared can have access taleatiéil information. Access to confidential infortoa is
on a need-to-know basis.

The protection of confidentiality is Statistics @aa’s highest priority. Data classified as confiddrunder
the Statistics Achever leave Statistics Canada premises and aez oatof the control of the Agency.
Furthermore, all confidential statistical infornmatiis stored on an “electronic island” (i.e. nof¢he
systems or networks that contain confidential tiatee external connections) thus making it imposditt
data to be transmitted outside the Agency.

No hacker can get access to these secure data.

Statistics Canada has contracts with U.S. firmiiding those that are Canadian subsidiaries of U.S.
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companies. These contracts are for the delivemgldpment, and maintenance of software and hardarae
provide no opportunity of access to confidenti&rmation. In fact, all possible precautions haeertaken
in this respect: for example, all contractors aeniselves subject to the penalties undeftaéstics Actand
they are never allowed onto Statistics Canada peswithout being accompanied by regular emplogees
Statistics Canada. Even if a request were evee todde by a U.S. authority to any contractor, itilo
therefore be physically impossible for them to jdevany data given that they are never in possesdio
confidential information.

As a further measure, prior to the 2006 CensusisSta Canada will conduct three independent scur
verifications of all census systems in order tadatk the protection of confidential census infotiora

Statistics Canada is an example of a federal govenhinstitution where there is no contracting @fut
personal information that relates to the generhblipu

Case study: the Secretariat

The review determined that the majority of the cacting carried out for the federal government that
involves personal information is for programs aad/gees for federal employees. For example, the
Secretariat oversees contracts related to insuramtdealth plans for federal employees.

ThePublic Service Management Insurance Plais currently with The National Life Assurance Canp
of Canada, which has no offices in the U.S. As stigre is “no risk”

" of application of foreign legislation for this ntyact. The situation is similar for contracts tethto the
administration of the Public Service Dental Car@PAnd The Pensioners’ Dental Services Plan.

ThePublic Service Health Care PlarandthePublic Service Disability Insurance Planare under contract
with Sun Life Assurance Company of Canada, whiasuke services of another contractor, World Access
Canada, for out-of-country and comprehensive claivsrld Access Canada has a U.S. counterparthieut t
arrangement calls for the U.S. office to be allowesdporary access to database information onligeretent
of a disaster in the Canadian office to ensureigoity of service to current and former public seev
employees.

The use of a U.S.-based office as an emergencyugackly is an example that several institutiorenitfied
as “low risk” for contracting agreements.

Personal information considered most at risk

Of the seven institutions that reported some speoiintracts that could be classified as having il
medium to high risk in relation to the possible leggtion of theUSA PATRIOT Ac¢the majority of them
identified their vulnerabilities in terms of contta related to the processing of employee data asigtayroll,
pension, personnel security, travel, insurance caneer transition information.

Other vulnerabilities identified by these instituts are related to contracts that involve the Valhg:

= the construction of mission offices, staff quartansl residences for missions abroad (including
building plans, specifications, drawings, and siggystems);

= the disposal of immigration and consular records;
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= the processing of client information for institut®that frequently carry out transactions across th
border; and

» the processing of personal or commercial infornmaéibout Canadians for the purpose of administering
and enforcing th€ompetition Act

For several of these contracts, institutions reggbthat they are working to minimize risks. Moregve
concerns will be addressed when the contracts cgmfer renewal, some contracts or arrangementswil|
be renewed and future contracts will include adegjakauses to ensure maximum security and privacy
safeguards.

Risk management strategies and best practices

As part of the review process, federal institutiarese asked to report on their risk managementesfies, no
matter how they classified their contracts.

Each federal institution is accountable for its avamtracts and personal information under its @yn8ince
each institution carries out different functionsategies are customized to the business and cleads of
the institution.

The review revealed that many strategies and lvastipes that were already in place are well suibedieal
with some of the challenges related to today’ssibander data flows.

Current practices

Most federal institutions have been using privaay security clauses in contracting agreementsdoige a
variety of protective measures. Some of the mdex¥e best practices include the following:

= the segregation of personal information being heshdinder the contract from other records held by th
contractor;

= audit trails to closely monitor how informationtising handled;

= the limiting of right-to-access based upon specifier profiles;

= approval by the government of any subcontracting;

= the return or approved destruction of all recotds@ end of a contract;
= the signing of non-disclosure agreements; and

= the use of encryption technology allowing only gowveent officials to view the decrypted data.

Some institutions that process particularly sevsitnformation ensure that the information is nexeenoved
from a federal government site.

In addition, a number of institutions that haveomfation technology contracts limit the contradatcess
to data so they can only undertake testing or reaarice.

Expanded practices

In addition to the current practices in place, miasyitutions reported that they would implemendiédnal
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mitigating measures to protect privacy as a resthe review findings.

Some indicated they would revise internal polic@sctices, systems, training materials, contants]
safeguards to mitigate both existing and futureutimarized disclosure.

These revisions will include the following.
Reviews in advance of and during contracting

= The inclusion of an additional step in the solitota checklist (used for every service contracé th
asks for the review of direct and indirect riskedlving personal and proprietary information;

= New internal processes to review all new agreemeamtkiding the use of multi-disciplinary teams to
review proposed contracting arrangements; and

= The monitoring of all contracts where foreign comipa have access to personal or other sensitive
information.

Contract clauses

= The requirement that part or all of the work be ptated within the institution (especially when hbal
information is involved) or within Canada,;

» Ensure that personal information or other protectedassified information is shared with third fies
only where warranted;

= Consultation with legal services for all future tracts where personal or sensitive information |
exchanged or provided to third parties to consideusion of provisions that prevent disclosure emd
any foreign legislation; and

= The modification of contract forms to allow contradathorities to better assess risk.

Planning

= The development of risk management approachegdelatbusiness and personal information to
mitigate risks associated with foreign legislatiatich will in turn be incorporated in the institt’s
corporate risk management framework;

= The amendment of training plans to increase deamtiwide awareness of risks; and

m The exploration of technology solutions to proteébrmation flows.

Policy guidance

The Secretariat has developed a document thatda®yolicy guidance to assist federal institutioafore
they decide to become involved in contracting theludes personal or other sensitive informatiothimi
Canada and across borders.

The document is meant to help institutions in fideintifying and assessing potential privacy riakd then,
if necessary, in taking appropriate measures bigsative is to ensure the Government of Canadasiegal
and policy obligations to safeguard personal infation.
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Advice on make-or-buy decisions

The guidance document emphasizes front-end proteofipersonal information through the use of
contractual language and other measures. Thesdeagut in place the necessary measures to natigat
privacy risks as much as possible before the coimigaprocess is even initiated.

The document also reminds institutions that govemnpolicy requires that a business case be made fo
contracting, outlining the advantages to Canaditimsbusiness case is made, privacy implicatioes a
considered in consultation with appropriate inteofficials—a step that must be completed beforg an
process to acquire an outside supplier.

Other recommendations in the document includedhewing:

= establishing control, where appropriate, so itnderstood that the information is the propertyhaf t
Government of Canada,;

= making contract reviews a mandatory component ¢ eantract in the event of a change in status or
ownership of the company;

= stipulating that information be kept confidentiabaused only for purposes related to the contmact o
arrangement and that other uses or disclosurds &eeapproved by the Government of Canada;

= making employees of contracted firms sign writtenfaentiality agreements;

= specifying that information is to be segregatednfimther company records and information holdings
and shall be delivered to the Government of Cangda request;

= specifying the involvement and responsibilitiesabfsubcontractors, agents, consultants, and ayiso
and

= stipulating that an electronic audit trail is regugi for information stored in a database in ordezdsily
determine who has access and when.

The guidance document is not meant to be usealiatisn of other procurement and policy advical$o
does not advocate a universal approach since ittntstances for each institution and each conirgcti
situation are different and need to be viewed oase-by-case basis.

Each institution is accountable for its contractamgl should therefore consider measures outlindtkin
document in consultation with its legal and privacyisors.

Advice on contractual clauses

The guidance document contains advice on devel@ppgopriate clauses that can be used, where
appropriate, to address the risk of potential dsate to foreign governments. These clauses, vdhiohld
be addressed in the request-for-proposal processdders, are especially relevant where there Ineay
higher level of privacy risk, as in the case ofexing and storing health, income, or personalritial
information.

Before such sample clauses are used, changedatedd institutions are told they must consultrthegal
services and privacy officials to ensure the clawse properly used and are not in conflict withgattions
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under existing international agreements.
Range of clauses

The guidance document suggests various clausesahdde built into contracts to ensure enhancecgyi
protection.

Canadian control: Federal institutions should ensure that the Gawent of Canada maintains control over
the information and can request the informatioangttime from the contractor.

Site inspections:Contracts can allow the government institutiomgpect the contractor’s premises.
Permission neededSuppliers can be obligated to always ask for aggdrim disclose information.

Limited access:Access to information can be limited. For examplepntract should include a clause that
states the information cannot be accessed for pagoot related to the contract, including anyldssae or
access by a foreign-based parent company, othiataf, or third parties such as subcontractotsagents
not directly involved in the contract or arrangemen

Auditing: Especially when personal information or other @ctdd or classified information is being
accessed, there should be a requirement to haweipipdier keep an audit trail to confirm that thegeo
accessed information had the authority to do sot@amdlow the government institution to conduct igsid

Notification of breach: When a contractor becomes aware of a breach didemiality, he or she should be
contractually obligated to notify the governmerttefterms of the contract should encourage repoatirag
quick remedial action on the part of the contractor

The contractor should be required to accept theoresbility of wrongful disclosure and pay costs@sated
with the appropriate notification of individuals wge information may have been disclosed. The govent
may also require termination of the contract ifréhis a breach of confidentiality.

Subcontracting: A contract can stipulate whether any subcontrgdsrallowed. If so, subcontractors,
including those operating outside of Canada, shbaldccountable to the same privacy restrictioribeas
contractor. The federal institution can also regtiat its written approval be obtained beforeraraator
can use any subcontractors.

Privacy checklist

To assist institutions in ensuring that adequaiteapy protection clauses will be included when cacting
out or outsourcing a government program or serderery function, the guidance document includes a
privacy checklist. The checklist will be made aahlk to all federal institutions on the Secretaidleb site
as a user-friendly electronic tool.

Any single strategy is likely to be insufficientpmotecting personal information from disclosurésale
Canada.

Federal institutions are therefore using a comimnatf strategies to prevent disclosure that inetud wide
range of tools, such as contractual provisionsitiagg risk assessment, and technology.
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Other activities

In addition to the guidance document, the fedevakghment is engaged in communications and
consultations with organizations and individualshare information, increase awareness about tathsb
data issues, and receive advice.

PIPEDA: The Privacy Commissioner of Canada is calling andtlian businesses to continue to respect the
privacy rights of Canadians concerning informatio@ private sector possesses on individual Cansdeen
legislated under PIPEDA.

Dialogue with the U.S.:Canadian and U.S. officials have discussed issalatng to cros$order
information sharing. U.S. officials have been imfed of the federal action plan, how Canadians pe¥ce
privacy issues and tHéSA PATRIOT Actand the federal government’s desire to have @rung dialogue
on achieving the right balance between privacytsigind effective law enforcement.

Continued co-operation between Canada and thewilliromote uninterrupted trade and other business
between the two countries while respecting eacimttg's concerns and needs.

Office of the Privacy Commissioner of Canada and t provinces:The Government of Canada, the Office
of the Privacy Commissioner of Canada, and proglrgovernments are sharing information with eatteiot
and with the private sector on best practices dbegpt the security and privacy of Canadians andntieeests

of Canadian businesses.

4. Action Plan of the Privacy Commissioner of Canaal

The Privacy Commissioner of Canada is also pursaiviggorous agenda to address concerns over
transborder data flows.

The Commissioner, in her August 18, 2004, submmstgidhe Office of the information and Privacy
Commissioner for B.C. (entitleBransferring Personal Information about Canadiarsdss
Borders—Implications of thdJSA PATRIOT Act) indicated her interest in thelfoling:

= conducting an audit of the transfer of personalnmiation through information-sharing agreements
between Canadian and U.S. departments and agencies;

= holding discussions between representatives dPthiic Safety and Emergency Preparedness Canada
and the U.S. Department of Homeland Security osgral information management practices of
federal entities on both sides of the border;

= supporting a review and revision of thavacy Act
= pursuing the creation of a national security corteriof parliamentarians; and

» participating in the 2006 legislative review of tREPEDA, which contains privacy safeguards for the
private sector.
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For more information on how to protect your privanyd other planned privacy initiatives of the Peciva
Commissioner of Canada, visit the Commissioner'$\8l&e:http://www.privcom.gc.ca

5. Building on the Existing Foundation

Protecting privacy is not new in Canada. In fagn&da has been a world leader in privacy proteétion
more than 25 years.

Privacy advocates and government officials in offegts of the world have looked to Canada for lestdp
in privacy protection because of a series of pregjve laws and policies.

The latest measures the government has introdwoezllieen designed to build upon and complement the
existing foundation, not to work in isolation fraimem.

Laws governing information collected by the federabovernment

The Canadian Charter of Rights and Freedoms. When the federal government outsources a governmen
program or a service-delivery function to a priveg¢etor entity, this entity will be required to coipwith the
Charter in the performance of those functionsatt long been recognized that section 8 of the €havhich
protects against unreasonable searches and seiextesds to protect informational privacy. Whea th
federal government deals with information aboutchitbne holds a reasonable expectation of privagyes
form of reasonable lawful authority is usually reeqd to authorize the intrusion that may be causetihe
handling of such information.

The Privacy Act:Privacy was first legislated in 1978 under Parbithe Canadian Human Rights Adiut in
1983 thePrivacy Actwas enacted. Therivacy Actcreated obligations for federal government instis to
respect the privacy rights of Canadians by platimgs on the collection, use, disclosure, retemtiand
disposal of personal information. It became thadaiad for privacy legislation in Canada forming basis
for provincial privacy laws that would follow. (Se&p://laws.justice.gc.ca/en/P-21/index.himl

Other statues with privacy protection: ThePrivacy Actis not the only law protecting personal informatio
collected by the federal government. Other lawsedog specific information, such as tileome Tax Agt
the Statistics AgttheEmployment Insurance At¢heOld Age Security Acand theCanada Pension Plan
include additional protection of the privacy of @drans.

PIPEDA and the private sector

Companies, associations, labour unions, and ndit-groups must also operate within the law. Thieaie
sector law related to privacy is called thersonal Information Protection and Electronic Dawents Act
(PIPEDA). Starting in 2001, it was introduced iagds and was in full effect by 2004. PIPEDA appiides
to any organization involved in commercial activily the collection, use, and disclosure of persona
information. For example, under PIPEDA, a persamtha right to know why a business wants to collect
their personal information. Where provinces haveguy laws that are substantially similar to PIPEDiAese
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govern provincially regulated private sector operat within their borders. (See
http://laws.justice.gc.ca/en/P-8)6/

Federal policies

In addition to laws, the federal government alserafes under a series of policies and guidelinesy\of
these include the consideration of privacy befooe@eding with a government program, service, otrect.

Privacy | mpact Assessment Policy: The Government of Canada became the first natgmatrnment in the
world to make privacy a mandatory consideratiothencreation or changing of government programs and
services that collect personal information. Fedmstitutions must conduct a privacy impact assessno
learn how privacy may be affected, identify anksiso privacy, and create a plan to mitigate thedes. (See
http://www.tbs-sct.gc.ca/pubs _pol/ciopubs/pia-sdtist e.asp

Government Security Policy: Security is also part of the existing frameworkithut a secure infrastructure
in place to keep information safe and prevenbitrfibeing tampered with or accessed by unauthorized
personnel, privacy is at risk. Ti&vernment Security Polioutlines procedures for the safeguarding and
storage of information. (See

http://www.tbs-sct.gc.ca/pubs_pol/gospubs/TBM 12pipsg e.asp

Additional policies: A wide range of other policies protects both thegry and security of personal and
sensitive information. These include policies om tlanagement of government information, contracting
risk management.

Roles of federal institutions

In addition to laws and policies, certain fedenglamizations have mandates that further aid irptbe&ection
of privacy and security.

Public Works and Government Services Canada (PWGSCPWGSC carries out physical -site
inspections of premises that store information uidke government’s control. These premises mustivea
government issued security clearance prior to hagdjovernment information and any person with as¢e
the information must also be security cleared.

Office of the Privacy Commissioner of CanadaThe Privacy Commissioner of Canada looks outHer t
privacy rights of Canadians. The Commissioner caestigate complaints that are made under eitlger th
Privacy Actor PIPEDA. The Commissioner also serves as ancatlwdor privacy rights, carries out privacy
research, and publishes information about privast practices. Upon reasonable grounds, the
Commissioner also has the power to audit the indbion practices of organizations in the privated@ec

Federal experience and expertise

Over the years, the federal government has acqaigrdat deal of experience and expertise in piatec
personal information leading to the developmeriiest practices.

A good example of this is the Government On-Lin&dtive (GOL). GOL has successfully acquired thest
of Canadians concerned about on-line security anfidentiality. In fact, 70 per cent of Canadiansi
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recent survey said they used a Government of Canaadasite in the past 12 months.

GOL has earned this trust as a result of a commatiaits infrastructure known as “Secure Channel,ittvh
allows secure and reliable electronic transactwitis federal departments. Canadians can obtairpassg a
set of electronic credentials that allow secure-tvay transmission of sensitive information.

Good communication through privacy statements anides on department and agency Web sites also
contributes to building trust. Such statementsrastetes tell individuals about the institution’svacy
policies and inform visitors of how their persomdbrmation will be used before they provide it.

For more information on the existing foundatioregde sefppendix B

6. Follow-up Actions—The Way Ahead

Risk management is a continuous process. Consdyguibiet Government of Canada’s work on th8A
PATRIOT Actand the larger issue of transborder data flowsaxitend beyond the publication of this report.

Steps will be taken to ensure that federal instihg continue to monitor risks and that risk mitiga and
avoidance strategies are in place.

The following is a list of measures that the goweent will undertake in the short- (zero to six nim)t
medium- (six months to a year), and long-term (fnigvo years).

Federal institutions

Federal institutions have an ongoing responsikititgnsure that their risk mitigation strategidatesl to the
USA PATRIOT Actre in place and that they have taken concreps steidentify and minimize potential
privacy risks when considering future contract rseed

1. The Secretariat

Ongoing and within six months

1.1 Continue meeting with the seven federal instingithat identified some contracts that were rated
in the “medium to high risk” category in order tesass if implementation plans are commensurate
with the risks identified in the institution’s comghensive assessments;

1.2 Provide general advice and support for all fedmstitutions on departmental risk
implementation plans; and

1.3 Disseminate guidance on tb&A PATRIOT Acand other similar foreign legislation to
government security experts as part of the receetiged standard under tB®vernment Security
Policy entitledSecurity and Contracting Management Standard

Six months to one year
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1.4 Launch a government-wide assessment approXyrate year following the distribution of this
report, to determine

» the level of success of implementation of the messtecommended in the guidance document;
and

» whether risk exposure for tidSA PATRIOT Acand transborder data flows has decreased,
remained static, or increased since the origins¢smment.

1.5 Issue guidance to federal institutions on infoiorasharing agreements to address the broader
issue of how Canadians’ personal information isigahared with other jurisdictions within Canada
and with other countries. The guidance will helgtsure that the personal information of Canad®&ns
treated with at least the same standard of privaegsures mandated in federal legislation and pslici
for governmento-government information sharing within Canada andaidb.

1.6 Provide best practices in building privacy inteide through technological and architectural
solutions, such as the use of encryption, the gatjon of databases, and audit trails based on
consultations with other jurisdictions and the ptessector.

1.7 Develop, in collaboration with the internal audgicommunity, an internal audit guide to assess
privacy in contracting.

One to two years

1.8 Design, develop, and communicate a privacy manageframework that sets out the
Government of Canada’s privacy vision and stratéyg Framework will provide the foundation for a
comprehensive privacy risk management and accoilittabfrastructure that will ensure that there is
a balance between the privacy rights of individaeld the requirement to fulfill other public intste
goals and program mandates. Ultimately, it wilaéfish high standards of privacy protection. This
work is to be carried out in partnership with th#ic@ of the Privacy Commissioner of Canada.

2. Industry Canada
Within six months

2.1 Work with the Office of the Privacy Commissiommé Canada to develop tools and identify
opportunities for increasing awareness of trandraddta flow issues among businesses and the
general public.

One to two years

2.2 Lead work on the recently announced SecurityRosperity Partnership of North America
(SPP), a trilateral agreement between the govertmuériCanada, Mexico, and the U.S. The
Framework of Common Principles for Electronic Comreavith Mexico and the United Stategreed
to under the SPP in June 2005, includes a workezlenespecting privacy and transborder data flows.
Potential issues for discussion include commonagagres to the protection of personal information,
the balance between privacy and security, andeld for transparency and oversight in the use of
personal information for law enforcement and natl@®curity purposes.

2.3 In 2006, PIPEDA is scheduled to be reviewea Iparliamentary committee. The review will
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provide the opportunity to discuss the effectivengfsPIPEDA to address a variety of privacy issues
and concerns.

3. Department of Justice Canada
One to two years

3.1 The Department of Justice Canada will contiisiengoing review and assessment of its privacy
laws, including thérivacy Act If the Government of Canada determines thaPtineacy Actis to be
renewed, the department will work with the Secratand other stakeholders to determine if the
reformed Act should define the responsibilities aotential requirements of those who transfer
personal information outside the public sector an$ide Canada.

3.2 The Department of Justice Canada will worklose collaboration with the Secretariat to ensure
that the Secretariat develops and launches palilagce on information-sharing agreements and
contractual arrangements that reflect appropriat@gy protective measures to address the broader
issue of how the personal information of Canadiar®ing shared with other jurisdictions within
Canada and with other countries.

4. Public Works and Government Services Canada
Within six months

4.1 Communicate and make available the sample &taaisd contracting guidance or advice to all
PWGSC procurement officers.

4.2 Build awareness of tHéSA PATRIOT Acind the issue of transborder data flows by cogerin
these topics in the current privacy training modfléhe Security in Contracting course designed for
PWGSC procurement officers.

5. Canada School of Public Service
Six months to a year

5.1 Develop and deliver courses and modules tallavilareness about privacy, transborder data
flows, and contracting for all levels of employeesl for all communities of practice (including
information technology specialists, privacy speastal business program managers, and policy ejperts
A similar program has been undertaken for infororathanagement in government.

Appendix A: Detailed Review Table

Institution No Low I\;ggut(r)n Medium to
- Risk  Risk Risk High Risk
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Agriculture and Agri-Food Canada

Atlantic Canada Opportunities Agency

pas

Atlantic Pilotage Authority Canada

Bank of Canada

Belledune Port Authority

Blue Water Bridge Authority

British Columbia Treaty Commission

Business Development Bank of Canada

Canada Border Services Agency

Canada Council for the Arts

Canada Deposit Insurance Corporation

Canada Firearms Centre

Canada Industrial Relations Board

Canada Lands Company Limited

Canada Mortgage and Housing Corporation

Canada-Newfoundland Offshore Petroleum Board

Canada-Nova Scotia Offshore Petroleum Board

Canada Post Corporation

Canada Revenue Agency

Canada School of Public Service

Canada Science and Technology Museum

Canadian Air Transport Security Authority

Canadian Artists and Producers Professional Rektio

Tribunal

Canadian Centre for the Independent Resolution of

First Nations Specific Claims

Canadian Centre for Occupational Health and Safety X

Canadian Commercial Corporation

Canadian Cultural Property Export Review Board

N/
N

Canadian Dairy Commission

Canadian Environmental Assessment Agency

Canadian Food Inspection Agency

Canadian Forces Grievance Board

Canadian Grain Commission

Canadian Heritage
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Canadian Human Rights Commission X

Canadian Human Rights Tribunal X

Canadian Institutes of Health Research X

Canadian International Development Agency X

Canadian International Trade Tribunal X

Canadian Museum of Civilization X

Canadian Museum of Nature X

Canadian Nuclear Safety Commission X

Canadian Polar Commission X

Canadian Radio-television and Telecommunications
Commission

Canadian Security Intelligence Service X

Canadian Space Agency X

Canadian Tourism Commission X

Canadian Transportation Agency X
Canadian Wheat Board X

Citizenship and Immigration Canada X

Commission for Public Complaints Against the
Royal Canadian Mounted Police

Communications Security Establishment X

Copyright Board Canada X

Correctional Service Canada X

Courts Administration Service X

Defence Construction Canada X

Department of Finance Canada X

Department of Justice Canada X

Economic Development Agency of Canada for the Regio
of Quebec

Elections Canada X

Environment Canada X

Export Development Canada X
Farm Credit Canada X
Federal Bridge Corporation Limited X

Financial Consumer Agency of Canada Note: Response:
provide examples of confidentiality agreements ematract X
clauses

U)
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Financial Transactions and Reports Analysis Ceoftre
Canada

Fisheries and Oceans Canada

Foreign Affairs Canada Note: The response fromigare
Affairs Canada/International Trade Canada covensraot
categories common to all federal institutions.

Fraser River Port Authority

Freshwater Fish Marketing Corporation

Great Lakes Pilotage Authority Canada

Gwich'in Land and Water Board

Gwich'in Land Use Planning Board

Halifax Port Authority

Hamilton Port Authority

Hazardous Materials Information Review Commission
Canada

Health Canada Note: The recently created Publidthlea
Agency of Canada is covered under Health Canada

Historic Sites and Monuments Board of Canada

Human Resources and Skills Development Canada

Immigration and Refugee Board

Indian and Northern Affairs Canada

Indian Residential Schools Resolution Canada

Indian Specific Claims Commission Note: Indicated “
risk” although not required to respond

Industry Canada

Infrastructure Canada

International Centre for Human Rights and Democrati
Development

International Development Research Centre

International Trade Canada (See Foreign Affairsadai

Laurentian Pilotage Authority Canada

Law Commission of Canada

Library and Archives Canada

Mackenzie Valley Environmental Impact Review Board

Mackenzie Valley Land and Water Board

Military Police Complaints Commission of Canada

Montreal Port Authority
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Nanaimo Port Authority

National Arts Centre

National Capital Commission

National Defence

National Energy Board

National Farm Products Council

National Film Board

National Gallery of Canada

National Parole Board

National Research Council Canada

National Round Table on the Environment and thenBoty

Natural Resources Canada

North Fraser Port Authority

Northern Pipeline Agency Canada

Northwest Territories Water Board

Nunavut Water Board

Office of the Auditor General of Canada Note: Aipplissue
concern was expressed about personal informatiodléa
under PWGSC contracts common to all institutioresvél,
AMEX, etc.)

Office of the Commissioner of Official Languages

Office of the Correctional Investigator

Office of the Inspector General, CSIS Note: SediPub
Safety And Emergency Preparedness Canada

Office of the Ombudsman, National Defence and Ciamad
Forces

Office of the Superintendent of Financial Instituis Canada

Pacific Pilotage Authority Canada

Parks Canada

Patented Medicine Prices Review Board

Pension Appeals Board

Port Alberni Port Authority

Prince Rupert Port Authority

Privy Council Office

Public Safety and Emergency Preparedness Canada

Public Service Commission of Canada

05/10/2006 10:C



Privacy Matters: The Federal Strategy to Addressc€ms About the U...

31 sur 38

http://www.tbs-sct.gc.ca/pytad/gospubs/TBM_128/pm-prp/pm-prp-|

Public Service Human Resources Management Agency of

Canada

X

Public Service Integrity Office

Public Service Staff Relations Board Note: Repldogthe
Public Service Labour Relations Board in the spahg005

Public Works and Government Services Canada

Quebec Port Authority

RCMP External Review Committee

Royal Canadian Mint

Royal Canadian Mounted Police

Saguenay Port Authority

Sahtu Land and Water Board

Sahtu Land Use Planning Board

Saint John Port Authority

Science and Engineering Research Canada

Security Intelligence Review Committee

Sept-iles Port Authority

Social Development Canada

Social Sciences and Humanities Research Coun€ihoada X
St. John's Port Authority

Standards Council of Canada

Statistics Canada X
Status of Women Canada X

Telefilm Canada

The Jacques Cartier and Champlain Bridges Incorpdra

The National Battlefields Commission

The Seaway International Bridge Corporation, Ltd.

Thunder Bay Port Authority

Toronto Port Authority

Transport Canada

Transportation Safety Board of Canada

Treasury Board of Canada Secretariat

Trois-Rivieres Port Authority

Vancouver Port Authority

Veterans Affairs Canada
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Western Economic Diversification Canada X
Windsor Port Authority X
Yukon Surface Rights Board X
Total 77 57 19 7

100-per-cent response rate

Appendix B: Existing Foundation Details

1. Transborder data flow goes back in time

In 1987, the House of Commons Standing Committegdustice and Human Rights and the Solicitor General
of Canada reported on a three-year review of Cas&ievacy Act

The committee recommended a study be conductecosbiorder data flows related to the personal
information of Canadians. The government commissicsuch a study, which was released in 1990. It
confirmed that there were significant flows of meral information moving to other countries. Sincatttime
transborder data flows have increased dramatically.

The study was the first official confirmation opatential problem for Canada and, in the yearsftitwed,
the federal government introduced and appliediasef safeguards, which are today being reviewed a
updated.

2. How personal information is kept

Some Canadians believe that the federal governha@na single file of information about them or tihad
all contained in one database. In fact, each fédesttution that collects, stores, and uses paako
information keeps its own separate files for edd® government programs and services for whieh th
information is needed. There are a number of @ilgsending on what type of contact individuals hiaae
with the government.

Each institution is responsible for the informatiomder its control and must not share that inforomatvith
outside parties or even each other, unless so @zedainder CanadaRrivacy Act

The Secretariat disseminate$o Sourcepublications each year, two of which contain peesanformation
bank (PIB) descriptions that provide a summanheftypes of information about individuals that edchby
each federal institution. Onefo Sourcepublication describes PIBs relating to informatadbout federal
employees. The secotafo Sourcepublication contains PIB descriptions relatingtioother individuals
about whom the federal government holds information

The publications are available for viewinghép://www.infosource.gc.ca/index_e.asp
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3. ThePrivacy Act

The Government of Canada’s enactment of Part W@€Canadian Human Rights At 1978, later replaced
by thePrivacy Actin 1983, illustrated its recognition of the imgarte of the protection of individual privacy
and set the standard for similar privacy laws @phovinces.

Canadas Privacy Acimposes obligations on federal government insting (all federal departments, most
federal agencies, and some Crown corporation®dpect the privacy rights of Canadians by pladmgd
on the collection, use, disclosure, retention, disgosal of personal information.

Under thePrivacy Act Canadians have the right to access informatianishbeing kept about them and to
request corrections if they feel their personabinfation is out of date or inaccurate.

ThePrivacy Actis based upon internationally accepted princifdeprotecting personal information that
state that every individual should have the righkriow the following:

= what personal information is being collected aldont or her;

when and how the personal information will be dsgmbof;

how the personal information will be used;

under what circumstances the personal informataombe disclosed; and

how to obtain access to correct personal informabio file.

4. Other statutes

ThePrivacy Actis not the only statute protecting personal infation under the control of the Government
of Canada. Section 8 of tianadian Charter of Rights and Freedooas afford further protection with
respect to the handling of personal information.

Many other laws that govern how the federal goveminmandles personal information also contain pyiva
measures, many of which provide additional protecti

For example, certain categories of personal infoionaeceive additional protection under such sestas
thelncome Tax Actthe Statistics ActtheEmployment Insurance At¢heOld Age Security Acand the
Canada Pension Plan

5. Privacy | mpact Assessment Policy

In 2002, the Government of Canada became thenftsbnal government in the world to make privacy a
mandatory consideration in the changing or creatingpvernment programs and services that collect
personal information.

ThePrivacy Impact Assessment Polieguires that federal institutions conduct a thigioanalysis that
identifies any actual or potential effects on peiarlhe policy further requires that a plan beipta place
explaining how any potential privacy risks will beduced or eliminated.
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A series of guidelines accompany the policy desigoehelp government institutions make their assesss
for identifying and addressing privacy issues betbey become actual problems.

In some cases, funding for a government progranbeastenied until a proper assessment is conduantkd a
all institutions must make the results of theiregssnents public.

6. Secretariat policies and guidance

The Secretariat, in its capacity of providing recoemdations and advice to the Treasury Board, ogsrae
range of policies, directives, guidelines, and lagons.

In addition to théPrivacy Impact Assessment Politlye Secretariat is responsible for the following:

= Policy on Privacy and Data Protection

Contracting Policy

Risk Management Policy

Integrated Risk Management Framewarid

Government Security Policy.

7. Security measures

The existing federal foundation addresses not pnlyacy but also the security of data. Without euse
infrastructure in which to keep information, priyas at risk. Both are therefore important and ctamgent
each other.

Canada’ssovernment Security Poli@nd security provisions for government contractuagk are designed
to keep personal information secure.

All federal government institutions must adher¢éht®Government Security Polisyhen sharing Government
of Canada information. This policy contains progedufor safeguarding and storing information, dred t
policy and related security standards must beviatbwhen contracting out.

8. Public Works and Government Services Canada

Public Works and Government Services Canada (PW®&Bg3 a major role in the security of
government-held information.

PWGSC carries out physical on-site inspectiongriebpe company premises used to store informatiateu
government control. Such premises must receivearisg clearance, and all employees with accessdo
information must be cleared to the level of reli&pstatus.

If information leaves Canada, PWGSC ensures tieatdimpany (and its employees) in the other country
meets the Government of Canada’s security requingsne

PWGSC is responsible for the following contractargl security-related documents:
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» Standard Acquisition Clauses and Conditions Manaatl

= Industrial Security Manual

9. The private sector and thePersonal I nformation Protection and Electronic
Documents Act

So far, this document has focussed on safeguaatispiply only to information under the control loét
federal government.

Millions of transactions also take place in thevaté sector daily.
Personal Information Protection and Electronic Dooents Act

The federal law that protects personal informatield by the private sector is called thersonal
Information Protection and Electronic Documents SAPEDA).

PIPEDA applies to all private organizations, incghglcompanies, associations, labour groups, anepnaiit
groups.

PIPEDA came into force in three stages. The fins001, applied to federal undertakings or busiess
such as banks, airlines, and railways. In 2002Aittevas extended to cover personal health infolonafl he
final stage, in 2004, extended rules for the ctilbe; use, and disclosure of personal informatemarty
organization engaged in commercial activity.

Some of the major rules under PIPEDA include thiewong:

= PIPEDA requires that organizations inform indivitbuabout the purpose for which they are collecting,
using, or disclosing their personal informationglsas name, age, medical records, marital statds, a
income. Under PIPEDA, organizations are also obdigaupon request, to inform individuals of the
information the organization holds about them andamply with any request that inaccuracies be
corrected.

= Businesses must obtain the individual's consentnwhey collect, use, or disclose personal
information, except in some circumstances, sudhfasmation needed for an investigation or an
emergency where lives or safety are at risk.

= |n situations where an organization is outsour¢irgprocessing of personal information to a third
party, the organization is required to ensure,ughocontractual means, that the information is
protected according to the requirements of PIPEDCHs obligation exists regardless of the
geographical location of the third party, be iGanada or abroad.

= Organizations are required to establish securfggserds to ensure that the personal informatiah th
is in their custody is protected from unauthoriaedess, use, or disclosures, as well as copying or
modifications.

= Under PIPEDA, individuals may complain to the Pay&ommissioner of Canada about how
organizations handle their personal information.

Alberta, B.C., and Quebec have privacy laws thatsabstantially similar to PIPEDA. Organizationbjsat
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to these laws have been exempted from PIPEDA émstictions that occur within those provinces. PIRED
continues to apply to the cross-border movemenmntfofmation that takes place in the course of concraé
activity. PIPEDA also continues to apply to fedrabgulated organizations, such as telecommurinati
companies, radibroadcasters, banks, and airlines.

10. Office of the Privacy Commissioner of Canada

The Privacy Commissioner of Canada is an officdPafliament who reports directly to the House of
Commons and the Senate.

The Commissioner is an advocate for the privadytsig@f Canadians with powers that include the foihg:

» investigating complaints and conducting audits emipliance reviews under two federal laws the
Privacy Actand the PIPEDA;

= publishing information about personal informaticambling practices in the public and private sector;
m conducting research into privacy issues; and

= under PIPEDA, promoting awareness and understaradipgvacy issues by the Canadian public.

The Privacy Commissioner of Canada works indepehdffom any other part of the government to
investigate complaints from individuals with respicthe federal public sector and the privateect

11. Federal government on-line experience

In addition to the existing framework of privacyesguards mentioned previously, the Government ofada
also has a great deal of experience in protectmlnpe information. In fact, Canada has been rezmghas a
world leader in making government programs andicesvavailable over the Internet.

Government On-Line

Canada’s Government On-Line (GOL) Initiative stdrite 1999, and today 34 federal government
departments and agencies provide citizens and éas#s with access to a wide range of quality, ssam|
electronic government services.

The Government of Canada understands that seekdhgiaintaining the trust of Canadians is paramount
the successful delivery of on-line services. Lewélsonfidence in terms of security and privacyéav
significant effect on Canadians’ adoption and usgoeernment services provided through the Internet
channel.

In a December 2004 public opinion study on govemservice and satisfaction, 75 per cent of respotyd
said the security and confidentiality of persomérmation was the most important aspect of condgct
business on-line.

Other survey results show that GOL has earnedtisé af Canadians. The following data are takemfeo
study conducted by EKOS Research Associates IrR08 entitledRethinking the Information Highway

m 53 per cent of Canadians expect they will do mb#tair transactions with the Government of Canada
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over the Internet or using e-mail in the next fyears;

70 per cent of Internet users have used a Govertnoh€anada Web site in the past 12 months;

1.2 million Canadians visit the Canada Site eveontin;

34 per cent of Canadians say their most recenacontith the Government of Canada was over the
Internet; and

users of Government of Canada services on thengttegport an 80-per-cent satisfaction rating of
these services.

Secure Channel and epass

Secure Channel is a portfolio of infrastructuresses that forms the foundation of GOL. Its primgpals
are to provide citizens and businesses with sepurgte on-line access to all federal governmentises.

Secure Channel allows

m cross-departmental and cross-jurisdictional serdelevery;
» protection of government information technologygsss from Internet-based security attacks; and

» a suite of value-added services to support deligépn-line services.

Within the Secure Channel is epass, a system ¢mdirims Internet users are who they say they ate an
assures users that they are dealing with the gmarhorganization with which they want to deal.

To get an epass, clients validate their identitpgishared secrets (information that only they tued
department or agency in question know); then tiepse a user identification and password.

Using an epass, clients can send personal infasmétrough the Internet, knowing that only the mated
recipients will receive it. They can even electoatly sign documents, making it unnecessary tcogmt
office to complete a transaction. An epass alsoasndkeasier for clients to navigate between varmntline
services because they do not have to register thareonce with each program or remember multiple
passwords if they choose to use the same epaaB pvograms.

The Government of Canada has issued over 900,G3&epto Canadians.
Privacy notices

Canadians are kept informed about the privacy @sliof each government institution through privacy
notices, which are mandatory on every governmeri gie.

In addition to general notices, a privacy notiGgeshent appears before every request for personal
information. This statement notifies the Web s#geruvhy the information is needed, how it will m#lected,
stored, and disclosed, and then asks for the usen'sent before the transaction is completed.

The statements appear as a first step in fillingaoy application form on a Government of Canadd i
providing information necessary to make an inforrdedision about whether to apply for a government
program or service over the Internet, choose anathramunication channel, such as the telephorie, opt
out entirely if the program or service is voluntary
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*  “USA PATRIOT” stands for “Uniting and Strengtiiag America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism.”
* “USA PATRIOT” stands for “Uniting and Strengtiiag America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism.”
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